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1. Before upgrading WEBCON BPS

1.1. Before upgrading WEBCON BPS

e To avoid unnecessary interruptions in the system operation, make sure that
WEBCON BPS licenses are up to date. To do this, verify the availability of the
WEBCON BPS Server 2021 license in the license report. This report is available
from WEBCON BPS Designer Studio -> system menu in the upper left corner -
> Licenses. Current licenses must be downloaded if necessary.

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Information

2.1. Security fixes

e Upgrade of moment.js to version (2.29.4) due to vulnerabilities: CVE-2022-31129
and CWE-1333

https://security.snyk.io/vuln/SNYK-JS-MOMENT-2944238
https://github.com/advisories/GHSA-wc69-rhjr-hc9g
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3. Bug fixes

3.1. General

e Fixed an issue where .xml logs were downloaded to the import history only after
clicking on the change history preview or export to file.

e Fixed an issue with migration scripts 5416 and 6116.

e For new installations, the isCSRFCheckEnabled parameter should be set to false
by default. Having it set to "0" would block access to Portal.

3.2. Portal

e Fixed an issue that occurred when attempting to edit a substitution created for a
process/business entity after the option to define a substitution per
process/business entity is deactivated in the substitution configuration.

3.3. Form

e Using Form rules to affect an Item list that is set to not visible in the Field matrix
will now display a warning instead of an error.

3.4. Designer Studio

e Improved the efficiency of HotMailBoxes that use Microsoft Graph Authentication -
installation with a large number of configured HotMailBoxes would sometimes
encounter the "Application is over its MailboxConcurrency limit" error.

3.5. Data sources

¢ Added a validation mechanism to the installer that will check that for each superior
source, each business entity has no more than one subordinate data source.
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