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1. Prerequisites

1.1. Hardware

1.1.1. Architecture - individual components are covered in chapter 9
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There are 3 basic scenarios for instaling WEBCON BPS depending on the scale of
your system:

1. Minimal installation — for test, demo and small (up to 10 end users)
production environments

Recommended installation — for production environments

3. Adding exira servers, redundancy, etc.

1.1.2. Technology Stack - all the technologies used by the platform

WEBCON BPS
Technology stack

DESIGNER

PORTAL SERVICE STUDIO MOBILE APP
.NET 9 NET 9 NEEramework Typescript
4.7.2
ASP.NET Core 9 NET I:a7n'12ework WinForms ReactNative
Typescript+Js Wmdows. hosted
service
ReactJS

Redux ] D

BPS Al Core

MS sQL

BPS Al Core is an optional module and requires separate licenses.

1.2. Software

e Windows Server 2016 or newer

e MS SQL Server 2019 or higher (full text search mode required)

e Active Directory or Azure Active Directory or OpenlD service as
authentication provider

1.3. Minimum requirements — “All-in-one installation”

For the simplest and most compact WEBCON BPS configuration, one may use a
single machine with the following:
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e  Windows Server 2016 or newer
e SQL Server 2019 Express with Advanced Services (Full Search component is

necessary)
e Configured authentication provider supported by WEBCON BPS.

A

Users

— |

C )
&co

— : ~
Active Directary |
WEBCON BPS Portal v

/ -

M$ SQL

\; SOLR Search ;

/
\ Allin ONE installation /
— _

<D

Diagram of ,,all-in-one” WEBCON BPS installation

Installation scenario Deployment time and scale RAM* | Processor Hard Drive
Single Wind 2016 :
Ingie Windows (or Development or evaluation 64-bit, 100 GB for
newer) server that uses . . 20GB .
installation 4 cores system drive

SQL Server

*It is recommended to use at least 24GB of RAM.

1.4. Recommended installation - example for small installations up to 1 000 users

Recommended system requirements for WEBCON BPS assume two separate
servers for MS SQL and Windows Web Server (lIS). Diagram of sample setup
below:
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WEBCON BPS Portal
SOLR Saarch

[ MS 5QL Server
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Authenticetion provicers

Recommended configuration for WEBCON BPS installation — up to 1000 users

Database server

Suggested parameters for both servers:

System Database Processor | RAM Hard drive
32 GB - Storage for system files (RAID1): 140GB
Windows :eQrI;/Z?w 64-bit (minimum); | - Fast HDD for TEMPDB database: 100GB
2016 (or | o\ dard (or | 4 cores 1/3 of - Fast HDD (RAID10) for data files (size
newer) newer) database size | depends on number of workflow
(optimal) instances): 200GB
WEBCON BPS Portal Server
System Processor RAM Hard drive
Storage for system files
Windows 2016 (or 64-bit, 20GB (minimum); (RAID1) 140GB
newer) 4 cores 24GB (recommended) Storage for SOLR Search
indexes (200GB)
Notes:

All WEBCON BPS components will be installed on WINDOWS IS server
(except the databases).
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1.5. Recommended installation — example for large installations over 10 000 users

The system can be scaled-up to support over 10 000 users by allotting additional
resources to the following areas:

¢ Increase the number of Windows Web Server (IIS) front-ends to improve the
number of web browser client requests that your system can handle. It is
recommended to have at least one IIS front-end for every 5 000 users.

e Improve SQL server performance and efficiency by adding more RAM,
increasing processing power, and most importantly, improving the
performance of your disk array (e.g. by using a larger number of more
efficient disks).

A

Users

A

(((?)))

3
Co

Active Directory >

Y

( WEBCON BPS Portal )

C )

L\_
( solr search server ) ( MS SQL Cluster Server )

Sample configuration of an environment intended for more then 10 000 users

WARNING!

Every upgrade should be preceded by comprehensive monitoring and analysis
of system parameters, in order to accurately identify and eliminate bottlenecks.
This will ensure that your system is scaled-up as efficiently as possible.
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Database server

System Database Processor RAM Hard drive (IBM matrix)
- Storage for system files (RAID1):
140GB
Windows zQL 2019 4 x CPU (8 cores 556 GB - Fast SSD for TEMPDB database:
2016 erver. each) 100GB
Enterprise
- Fast SSD 3 x RAID10
(200GB + 500GB + 800GB)

WEBCON BPS Portal Server (Windows Server)

Application servers (dedicated) (virtual) - 3 production servers (front-ends
available to users)

Each virtual server has the following parameters:

System Processor RAM Hard drive
. Storage for system files (RAID1):
Windows 2016 4 core 20GB 140GB
SOLR Search Server

System Processor RAM Hard drive
Storage for system files (RAID1):
100GB

Windows 2016 4 core 20GB

Storage for search indexes (RAID1):
400GB
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2. High availability
With planning and preparation, WEBCON BPS can operate in high-availability mode.

Here is a breakdown of vital elements which are essential to the availability and reliability
of a WEBCON BPS system:

e SQL data bases (solutions like: HA Cluster, Always On Availability Group, Log
Shipping) — security policy and available budget are usually the deciding
factors when choosing a solution. htfps://docs.microsoft.com/en-
us/sqgl/database-engine/sqgl-server-business-continuity-dreview=sqgl-server-
verls

¢ Windows Web Server (lIS) —redundancy is achieved by adding extra front-
ends to the SharePoint farm (or building IIS Cluster).

e Load balancer has to support sticky session mechanism.

e WEBCON BPS - duplicating the WEBCON BPS service on mulfiple machines.

e Search service (SOLR) —includes the ability to set up a cluster of SOLR
servers that combines fault tolerance and high availability. Called
SOLRCloud, these capabilities provide distributed indexing and search
capabilities.
https://lucene.apache.org/solr/quide/8 5/solrcloud.html (3 servers
minimum)

Depending on the equipment provider and technologies already in place, other
solutions can be employed.

N

A

"

Loadbalancer (with sticky session}

(?)

C )

solrcloud (Solr cluster)
3 or more servers
https://sclrapache.org/f
guide/8_5/
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3. WEBCON BPS databases

3.1. Overview

The WEBCON BPS platform is based on dedicated MS SQL Server databases.
There are four types of databases employed by WEBCON BPS:

Configuration database — contains information about the configuration of a given
installation, e.g. the number and addresses of Frontend servers, search server
configuration, installation’s authentication providers, information about languages
available on WEBCON BPS Portal, etc. One installation will have exactly one
configuration database.

Content database (main database) - collects all information about the
configuration of applications created on the platform e.g. process definitions,
individual form fields and form type configuration, privileges for the individual
objects on both the data side and the presentation side. This database also
contains all metadata about processes (data entered by users in form fields) and a
full history of changes. For a given installation you can create multiple content
databases — how many are needed depends on the administration, security, and
performance requirements of the platform.

Attachments database - a dedicated database that stores all attachments added
to forms (e.g. docx, xisx, pdf, tiff files). A separate database for storing attachments
is created for performance reasons and to better facilifate administration and
backup/recovery procedures. One attachments database is created during the
standard installation process, but you can create separate databases and assign
them to individual processes. While these are optional, they are almost always
utilized.

Archive database - If necessary, you can create dedicated archive databases to
reduce the strain on content and attachment databases. The system will fransfer
data from content and attachment databases to the archive database based on
defined criteria. Usually some form of data retention cyclical actions that will move
instances from end steps (i.e. that have been completed) over to the Archive
database.

All databases used by WEBCON BPS are created by the installer, which will automatically
set up all necessary parameters required by the platform.

3.2. Estimation of WEBCON BPS database size

With WEBCON BPS, as with other database systems, it is hard to precisely calculate
database growth over a certain period of time, as it is dependent on many variables
which are hard to define at the start of implementation. The following section aims to
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provide a basis for evaluating potential database size growth based on the specifics of
the system'’s core elements.

During database size evaluation, the user must take the following into consideration:

1. Volume of workflow instances registered daily

2. Complexity of the form (number of form fields, item lists)

3. Number of steps in given workflow (every path transition is recorded in the
instance’s history)

4. Number and type of actions used in the system (e-mails, changing field values,
launching sub-workflows)

5. Average size and number of attachments per workflow instance (document
scans, docx, pdf, tiff, xlIsx)

As an example, we will use a form made up of 20 form fields (all of them are required):

e 3x Choice field (1x dropdown, 1x autocomplete, 1x pop-up search window)
e 3xDate & time

e 3x Floating-point number

e IxInteger

e 3xSingle line of text

e 3x Multiple lines of text

e 2x Person or group picker

e IxYes/No choice

1 ltem list comprised of 5 column and 5 rows:
- 1x Choice field column
- 2xSingle line of text column
- Ix Date & time column
- Ix Floating-point number

(®) Cancel editing -+ New = sSave [i Delete () Refresh g © (=) [O)]
Single line of text 1 Single line of te; .
g gle g of texd m Task details

Single line of text 2 Single line of text Accepted
Single line of text 3 Single line of text

E Comments
Person or group 1 Tom Green X v Q
Person or group 2 Tom Green v Q

A

Date 1 11/7/2024

2 Attachments @ Add attachment
Date 2 11/7/2024 = +

— drop attachments or paste image here

Date 3 11/7/2024
Floating-point 1 1.00
Floating-point 2 123.00
Floating-point 3 123,456.00
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Multiple lines of text 1 WEBCON BPS Designer Studio is a tool for
modeling business processes and applications. It
allows you to design the workflow as well as the
appearance and behavior of forms that will be used
by end users. It can be used to assign tasks, create

Multiple lines of text 2 WEBCON BPS Designer Studio is a tool far
modeling business processes and applications. It
allows you to design the workflow as well as the
appearance and behavior of forms that will be used
by end users. It can be used to assign tasks, create

Multiple lines of text 3 WEBCON BPS Designer Studio is a tool for
modeling business processes and applications. It
allows you to design the workflow as well as the
appearance and behavior of forms that will be used
by end users. It can be used to assign tasks, create

Choice field 1 Tom Green v

Choice field 2 Tom Green -

Choice field 3 Tom Green ~

Yes/No O

Integer 6,543

Item list

1D Choice field picker Single line of text 1 Single line of text 2 Date Floating point

1 Tom Green X v Q Single line of text Single line of text 11/7/2024 5436783.00 | W [0
2 Tom Green X v Q single line of text Single line of text 11/7/2024 5436783.00 T [
3 Tom Green X v Q Single line of text Single line of text 11/7/2024 5436783.00 | W [0
4 Tom Green X v Q Single line of text Single line of text 11/7/2024 5436783.00 | W [
5 Tom Green X v Q Single line of text Single line of text 11/7/2024 5436783.00 | W [0
Total 27.183,915.00

+ Add

For the form shown above, the average size of the workflow instance immediately after
registration is equal to 38 kB. Every path transition adds a database entry whose size is
19,6 kB.

Average size of an attachment (one-page scan with 300 dpi resolution) is 280 kB.
Average size of an action execution log is 0,8 kB.
Example:

e We have 1 workflow.

e The workflow has 10 steps

e 100 users work in the system every workday

e Every userregisters 10 workflow instances a day

e Every user moves 20 instances by one transition path per a day

e Every workflow instance registration and every path transition triggers a
“Send standard email” action.

e Systemis used for 12 months * 21 workdays = 252 workdays

e Every month, 2500 one-paged scans are added to various instances

WEBCON BPS System requirements 11
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Space used by instance registration:
252 (days) * 100 (users) * 10 (instances) * 38 kB (average form size) = 9.58 GB
Space used by path transitions:
252 (days) * 100 (users) * 20 (transitions) * 19.6 kB = 9.88 GB
Space used by attachments:
12 (months) * 2500 (pages) * 280 kB (page size) = 8.4 GB
Space used by action logs:
252 (days) * 100 (users) * 30 (steps/nofifications) * 0.8 kB = 604.8 MB

In total, for this very specific example, the annual database growth is equal to: 28.46 GB

Warning!

This value is applicable to this specific example and form type only. It is important to
remember that with more intricate forms, more actions and more steps, calculations will also
get more complex. The real database growth should be verified periodically, for example after a
month of system usage

For this example, one paged attachments with a baseline size were used. Calculations should
reflect the expected format and size of attachments (multi-page documents in DOCX or
building projects in DWG format), as attachments are likely to be the workflow component that
requires the largest allocation of disk space.

WEBCON BPS System requirements 12
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4. Disaster-recovery scenario

The WEBCON BPS system engine operates based on multiple databases. Therefore, the
Disaster Recovery of our system should focus on creating and maintaining backup copies
of the aforementioned components.

The WEBCON BPS system will always be made up of at least three databases — One
Configuration database, one Process (aka. Content) database and one Atftachment
database. Optionally, more Process and Attachment databases can be created and
connected to the Configuration database if necessary. Either way, all of these BPS
system databases should always be backed up because they are essential to the system
and store all of the WEBCON BPS data, such as:

e Registered workflow instances

e Workflow attachments

e Process definitions

e Database definitions

e Seft substitutions

e Workflow service configuration

e System configuration (e.g. HotFolders, HotMailBoxes, OCR Al Projects)

e All permission settings regarding WEBCON BPS (access to instances,
workflows, processes etc.)

e License information

e Translations

e WEBCON BPS Portal presentation (applications, reports, dashboards etc.)

As mentioned above, due to the critical importance of the WEBCON BPS system
databases, there should be backup procedures in place for:

e The Configuration database

e All Process databases (also referred to as Content databases)
e All Attachment databases

e All Archive databases (if exists)

https://docs.microsoft.com/en-us/sal/relational-databases/backup-restore/back-up-
and-restore-of-sgl-server-databaseseview=sal-server-ver15

It is also important (but not required) to backup (snapshot) machines. In the event of a
maijor failure, we can quickly restore the machine snapshot and then restore WEBCON
BPS databases from the latest backup.

WEBCON BPS System requirements 13
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5. Good practices in WEBCON BPS platform
maintenance.

5.1. Database maintenance.

Basic administrative activities are related to WEBCON BPS databases. They have a key
impact on system performance and security:

e Backup and tests of Restore procedures.
e Index maintenance (reorganize and rebuild).

e Statistics updating.

Maintaining indexes and statistics is crucial for system performance. Based on this
data, the SQL Server engine generates query execution plans which results directly in

query execution time. Daily execution of the above operations in the service window
is recommended.

5.2. Resources monitoring.
Similarly to other IT systems, it is advised to monitor basic usage parameters of the
resources used by machines that comprise a WEBCON BPS environment. Things that

are always worth looking out for are: CPU load, available operating memory, and
available disc storage.

5.3. Service monitoring.
The basic services that are necessary for the application to operate are:

e SQL Server service of the instance storing BPS data bases.
e IS server service

e WEBCON Workflow Service

e WEBCON BPS Search Service

e Portal Application - WebCon BPSCloud Portal

WEBCON BPS System requirements 14
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6. WEBCON BPS Farm internal/external
communication diagram

To run Designer Studio remotely (from the User menu in Portal), a symmetrical connection
with a transfer of at least 100Mb/s is recommended.

i
-

( Mobile App )
Loadbalancer (with sticky session) ~
HTTPS
L{0)/ >
WEBCON BPS Designer Studio
Developer station

HTTP.I'HTTPS

F

TCP 8002

>

.

11S/WEBCON BPS Portal Farm
2 or more servers > TCP 8983
TCP1433

TCP 9983 TCP 9983
_ 3 -—

HTTPS

{©
(©
(©

=

C MS SQL servers farm ) ( SolrCloud (Solr cluster) )
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7. List of basic components

Below is a list and short description of components featured in architecture diagrams.

7.1. WEBCON BPS Portal components

The components that are included in WEBCON BPS Portal are responsible for the
implementation of two layers of logic in the application — the presentation layer and the
business logic layer. The elements of the presentation share an authentication
mechanism which works based on configured authentication providers, access to
resources in this layer is granted based on the context of current user returned by the
authentication provider.

Business logic elements function in Full Trust mode, where the context of the current user is
received from components in higher layers, and privileges are verified against
configuration in WEBCON BPS databases.

BPS Portal Site — main interface of WEBCON BPS Portal, contains all interface elements
that allow the user to access BPS features (reports, dashboards, navigation etc.). Also
contains the dynamic form (Modern form) through which users edit workflow instances in
the system. Created via React JS technology as a Single Page Application. This
component communicates with the rest of the application via dedicated REST web
services.

BPS Portal embedded views — responsible for displaying individual user interface elements
on WEBCON BPS Portal in embed mode (e.g. report, dashboard, a form of a selected
instance). Allows such interface elements to be embedded in a separate IFrame on any
web page.

BPS Portal files handler - component responsible for giving users access to downloadable
workflow attachments (files). Works as a http handler. This component communicates
with the business logic of the application.

BPS Portal data REST services — a set of REST Web services hosted within WEBCON BPS
Portal, responsible for handling data intended for websites of the BPS Portal Site
component. This component communicates with the business logic of the application,
and receives user context from a configured authentication provider.

Designer Studio REST service —a set of REST Web services hosted within WEBCON BPS
Portal, responsible for handling incoming communication from the BPS Designer Studio
App module. This includes licensing mechanisms, reports from various modules, reading
and writing configuration. This component communicates with the business logic of the
WEBCON BPS system.

BPS Web API (REST) — a set of REST Web services hosted within WEBCON BPS Portal,
responsible for handling requests from external applications. Integral to the functions of
the public Web API such as loading and modifying the content of instances, starting new
instances, moving workflow instances, loading report data, reading process metadata,
and more. Communication with this component is only possible for registered external
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applications. Authentication is handled via JWT tokens. This component communicates
with the business logic of the WEBCON BPS system.

BPS REST Mobile App service — a set of REST Web services (JSON messages) hosted on
WEBCON BPS Portal, responsible for handling data intended for the WEBCON BPS Mobile
App. This component communicates with the business logic of the application.

BPS REST Office Apps service — a set of REST Web services (JSON messages) hosted on
WEBCON BPS Portal, responsible for handling data intended for the Microsoft Outlook
and Word Add-Ins. This component communicates with the business logic of the
application.

Communication between components of the WEBCON BPS Portal module is carried it
within one system process.

7.2. WEBCON BPS SharePoint Solution components

The components that are included in WEBCON BPS SharePoint Solution are responsible for
the implementation of two layers of logic in the application — the presentation layer and
the business logic layer.

The presentation layer uses authentication configured in the SharePoint Farm, access to
resources in this layer is granted based on the privileges of the current SharePoint user.
Business logic elements function in Full Trust mode, where the context of the current user is
received from components in higher layers, and privileges are verified against
configuration in WEBCON BPS databases.

BPS GUI Web Parts — user interface elements that grant access to WEBCON BPS system
features. Contains interface elements that are presented to the end user in the form of
SharePoint Web parts. This component communicates with the business logic of the
application.

BPS GUI aspx Pages — user interface elements that are presented to the end user in the
form of SharePoint sites (aspx pages). Responsible for (among other things) the dynamic
form (and classic form) used to edit process instances in the system. This component
communicates with the business logic of the application.

BPS GUI Files hitp handler — component responsible for giving users access to
downloadable workflow attachments (files). Works as a http handler. This component
communicates with the business logic of the application.

Designers & Service Web service — a set of SOAP Web services hosted on SharePoint,
responsible for handling communication from BPS Designer Studio App. This includes
operations such as verifying the correct loading of SDK plugins. This component
communicates with the business logic of the application.

BPS Web API ([SOAP) — a set of SOAP Web services hosted on SharePoint, responsible for
handling requests from external applications. Integral to the functions of the public Web
API such as loading and modifying the content of instances, starting new instances,
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moving workflow instances. This component communicates with the business logic of the
application.

7.3. Shared components - business logic libraries

BPS WorkFlow Engine — an engine for processing instances within the system. Responsible
for starting and processing instances according to workflow configuration. This
component is used by the business logic of the system.

BPS Business Logic & Internal Communication Engine — the main component of the
business logic layer. Responsible for handling all logic operations of the workflow and user
forms. Preparers and processes data or assigns it to other components of the business
logic (BPS WorkFlow Engine, BPS SDK Engine). Also responsible for saving and reading
data from the database.

BPS SDK Engine — component responsible for loading registered SDK plugins into
processes, applying their configuration, and also invoking individual interfaces used for
communicating with these plugins.

Communication between components inside the WEBCON BPS SharePoint Solution
module takes place within one system process.

7.4. WEBCON BPS Background Service

Individual components within this module are managed by a common mechanism,
which is responsible for cyclically verifying the schedules/configuration and activating
other components accordingly.

Each of these components communicates with the WEBCON BPS database in order to
download data for processing and to save the result.

BPS User caching - responsible for synchronizing BPS users from the Active Directory and
SharePoint, as well as building a cache of this list in the WEBCON BPS database. This
component communicates with the Active Directory specified in the configuration, and
uses Microsoft system directories available for .NET Framework (System.DirectoryServices).
It will also communicate with a SOAP Web service from the Designers & Service Web
service component in order to obtain information about SharePoint users.

OCR Al Engine — used to process files with a text layer (.pdf) and find information on them
according to the OCR Al project configured in the system.

Timeout and cyclical tasks runner — activates actions defined in processes to trigger
cyclically or on fimeout. Communicates with a SOAP Web service from the Designers &
Service Web service component in order to pass information about operations to be
carried out by business logic.

Push notification service — sends push notifications for the WEBCON BPS Mobile App on
iOS. When an instance is changed for which a nofification should be sent, this
component communicates with the Apple Web service and sends it.
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Archiving Module — component responsible for archiving workflow instances. Depending
on the configuration, it can save archived instances in a shared network location or in a
dedicated BPS archive database.

Email sender — component responsible for handling the e-mail sending queue. Messages
are sent via the SMTP server configured in the system settings.

Batch file processing (folders, emails) — responsible for processing so-called Hot folders
and Hot mailboxes. Hot folders are shared network locations where newly arrived files are
processed by the component. Similarly, Hot mailboxes are Exchange inboxes where
newly arrived e-mails and their attachments are processed by the component.
Depending on the configuration, it either reads from the appropriate network share or
connects to the specified Exchange server. It may can also attempt to connect to a
SOAP Web service from the Designers & Service Web service component in order to — for
example —launch a new workflow instance and add the newly processed file as an
attachment.

Barcode printing proxy — component responsible for sending printout requests to the
configured barcode printers. Depending on the configuration, it can connect to a
specified printer and (local TCP/IP connection) and send it printout requests.

7.5. Additional components

Optional components that are not required during WEBCON BPS installation are the
WEBCON BPS Mobile App, Add-Ins for Outlook, Word, and Teams.
These are intended to be installed by end users when they need them.
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