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1. Prerequisites

WEBCON BPS provides different installation methods that address different platforms and
user needs. This document contains a description of Standalone installation variant based
on IIS website using the Active Directory as a user authentication provider.

1.1. Required software

e Windows Server 2016 or newer with active WEB Server (IIS) role and Windows
Authentication. It is recommended to enable the Dynamic Content Compression
function on the server.

e .NET Framework 4.7.2.

e ASP.NET Core Runtime 8.0 Windows Hosting Bundle.

e MS SQL Server 2016 or newer (with installed full-text search component).

e Configured Windows Active Directory or Microsoft Entra ID environment.

e Microsoft Edge WebView2 (on computers on which the WEBCON BPS Designer
Studio application will be installed).

e Java 11 or higher (recommended distribution is OpenJDK).

e Portal Certificate where the domain name matches the desired Portal URL. The
certificate will be necessary for the HTTPS binding during IIS website creation.

1.2. Required hardware

The document discusses two basic hardware configurations which depend on expected
environment workload.

Minimum installation - for tests, demonstrations, or potentially small production
environments (up to 20 users),

Recommended installation — for production environments.

1.2.1. Minimum installation (“all-in-one installation™)

For the purpose of the minimum installation, the WEBCON BPS platform can be run on a
single machine that meets the following requirements:

e Windows Server 2016 or newer with activated WEB Server (IIS) role and Windows
Authentication,

e _NET Framework 4.7.2.

e ASP.NET Core Runtime 8.0 Windows Hosting Bundle.

e MS SQL Server 2016 Express or newer (with installed full-text search component).

e Configured Windows Active Directory or Microsoft Entra ID environment.

e Microsoft Edge WebView?2 (on computers on which the WEBCON BPS Designer
Studio application will be installed).

e Java 11 or higher (recommended distribution is OpenJDK)
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The recommended installation should meet at least the parameters specified in the table
below.

Installation scenario RAM Processor Disk space

Single server with a built-in 160 GB for system

database or a single, SQL-Server- 12 GB | 64-bit, 4 cores | drive, database, and

based server search indexing
Note:

Using MS SQL Express as a database engine limits the database size to 10 GB. It is not
recommended to use the abovementioned installation for production environments with
more than 20 users.

1.2.2. Recommended installation (recommended hardware configuration)

In the recommended installation scenario, the WEBCON BPS platform should operate on
two independent servers: one for the MS SQL Server database engine, and the other one
for the WEB IIS server and WEBCON BPS Portal.
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The tables below specify the recommended parameters for both servers.

Database server

System Database Processor | RAM Disk space
- The space for system
files (RAIDT): 140 GB
- Fast HDD for the
32 GB tempdb database:
SQL2016S sapit, 4 | (MUMIMAl) 100 GB
. erver -bit, .
Windows 2016 Standard - 1/3 of the . - Fast HDD d|§k
database size | (RAID10) for files (the
(optimal) size depends on the
number of workflow
instances): 200 GB
WEB Server (lIS)
System Processor RAM Disk space
' ) 8 GB (minimal); The space for system
Windows 2016 | 64-bit, 4 cores .
16 GB (recommended) files (RAIDT): 140 GB

Note:

All WEBCON BPS platform components — except the database - are installed on the WEB
(liS) server.
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1.3. Installation account

During installation, a local service is created on the server hosting the WEBCON BPS
platform. The platform databases are created on the SQL Server.

The account used for the WEBCON BPS system installation must:

e hold administrator privileges on the server on which WEBCON BPS is installed,

e have sysadmin privileges on the SQL server on which the WEBCON BPS databases
are installed (for the Windows Authentication and the SQL Server Authentication
account).

(It may be sufficient to have the securityadmin and dbcreator privileges. The SQL
Server and database logins will be created and then assigned to databases.)

1.4. Required Windows accounts

Prior to running installation create two accounts:

e a dedicated account for the WEBCON BPS service, e.g. DOMAIN\svc.bps.
The account must have the “Logon as a Service” permission,

e a dedicated account for the lIS server application pool - WEBCON BPS Portal, e.g.
DOMAIN\pool.bps.
The account must have the “Logon as a batch job” permission.

1.5. Required SQL Server accounts

If you use the Windows Integrated Mode for connecting WEBCON BPS Portal with the
database and for connecting WEBCON BPS Workflow Service with the database:

e create a new SQL Server login for the WEBCON BPS service account using
Windows Authentication (e.g. DOMAIN\svc.bps),

e create a new SQL Server login for the IS server application pool using Windows
Authentication (e.g. DOMAIN\pool.bps).

If you use the SQL logins for connecting WEBCON BPS Portal with the database and for
connecting WEBCON BPS Workflow Service with the database:

e SQL Server must use the Mixed Mode,
e create an SQL Server login which is to be used for the WEBCON BPS Workflow
Service and the IIS server application pool.

The logins can be created during the installation of the WEBCON BPS platform If at that
moment the user holds required privileges to the SQL server.
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The WEBCON BPS installer grants public and db_owner privileges to the abovementioned

accounts to the WEBCON BPS platform databases created during the WEBCON BPS
installation.
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2. WEBCON BPS installation

If the planned installation uses user synchronization and authentication based on Active
Directory (On-premises), the server on which the WEBCON BPS platform will be installed
must belong to the Active Directory domain.

After downloading and unpacking the WEBCON BPS platform installer, run the setup.exe
file. To start the installation, accept the software license agreement.

WEBCON

Installation preparation

@ License approval

» Installation mode selection WEBCON BPS 2025

Information on the License Agreement ~

Thank you for choosing our software.

Please read provisions of the following License Agreement carefully before installing. copying and/or otherwise making use of our
product — WEBCOMN software. All provisions of this License Agreement are important and regulate the terme and conditions of making
use of the WEBCON software. The WEBCON software may be installed, copied or otherwise made use of only on the basis of and in
accordance with the terms and conditions set forth in the License Agreement.

The License Agreement iz an agreement between the Licensee who has obtained oris subscribing to or making use of the license
for the WEBCON software, and Webcon Sp. z 0.0. further on "WEBCON') company. The provisions of the following License
Agreement shall apply to the WEBCON software, the Documentation as well as the media on which the WEBCON software is
located. if any. They shall apply to the updates, additions, supplements and Intemet-based services for the WEBCON software,
provided by and originating from WEBCON, unless special provisions stipulate otherwise.

If you do not agree to make use of the WEBCON software in accordance with the terms and conditions set forth in the License
Agreement, do not install, copy or make use of this software in any other manner. Instead, you should retum the copy of the
WEBCON software, if you have any, to the retailer or ather supplier or retum the license key to the party from whom you obtained it,
For a price refund, and remove the WEBCON software from your device notifying WEBCON thereof within 5 days of the removal. The
License Agreement between the Licensee and WEEBCON company may be made through a WEBCON Partner. The Agreement
made by you and the WEBCON Partner is an agreement for a performance (license provision) by WEBCON as a third party.

Please note that the foregeing intreduction is for information purposes enly and shall have no effect on the provisions of the v
Save license agreement
[l Accept
@0 40 v 70 Back  Skin Net >

All installer steps are confirmed by clicking the Next button located in the bottom, right
corner of the application window.
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2.1. Selecting the installation mode

This document contains a description of the Standalone installation variant based on the
WEB Server IIS. To run this type of installation, select the New installation of WEBCON BPS.

Installation mode choice

New installation of WEBCON BPS
Allows you to select components to be installed and change advanced installation settings

“éjj]

Update or expand an existing WEBCON BPS installation
Launch WEBCON BPS update and expansion wizard

ey

Installation or update of WEBCON BPS Designer Studio
Allows to install or update WEBCON BPS Designer Studio

4

\g}

m@ Tools for application management
5 Open tools panel for management of curent WEBCON BPS
(- Uninstall product

oy Remove WEBCON BPS product

=

Select the Standalone option in the subsequent window.

Environment choice

Standalone
- Installs as a separate |15 application pool and website for administration and user LI,
- Runs without any dependency on SharePoint Server.
°® - i installed on the same machine as SharePoint Server, you will be given the option to install modem Web Farts to the
- fam's App Catalog.

- Windows Active Directory, Microsoft Entra |1D, and other methods can be used for authentication.

Standalone for Office 365

- Installs as a separate IS application pool and website for administration and user LIl
A - Runs without SharePoint dependencies.
_/I - You will have the option to install modem Web Parts into an Office 365 tenant's App Catalog.
- Windows Active Directory, Microsoft Entra |10, and other methods can be used for authentication.
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2.2. System verification

Once you proceed to the next window, the installer checks automatically all the
components required for the installation and verifies installer account privileges.

2 WEBCON BPS Installer

WEBCON

Installation

(® System verification

> Component selection

50L connection parameters
Database creation
Cenfiguration database
Content database creation
Attachments database
Archive databaze

Portal address configuration
Admin account

Search Server address
Finish

B I N A

X
System components
A% System Microsoft Windows 10 Enterprise(Microsoft Windows NT 6.2.9200.0) L'
ﬁ) 1Is Version 10.0 4
= Dynamic Compression Dynamic Compression Module is not installed
Module Enables compression of responses retumed by WEBCON BPS Portal. L4

¥, .NET 8 NET 8is installed L4
g, ASPNET Core 8 Hosting  op NET Core 8 Hosting Bundle is installed v

- Bundle
” WEBCON BPS Search Server uses Solr engine and requires Java version 11 or newer to be installed and
% Java 11 or newer configured to function propery L4
?_J; .NET Framework NET Framework {version 4.8) installed "4
?{ WebView2 Microsoft Edge WebView?2 Runtime (version 126.0.2552.61) installed L4
Privileges
a Local user Administrator privileges L4

ﬁu‘ Main menu Back Skip Next

On the right side of each verified component, the installer displays graphically the test

status.

W —correct

© — verification problem

Additionally, you can access installer messages all the time in the bottom, left corner.

Q4 A0 48 16

If there are no problems, click Next.

WEBCON BPS

10
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2.3. Selecting components

The installer presents a list of all components required for the installation. It is possible to
change some components by selecting the Skip option from the menu on the right.

<2 WEBCON BPS Installer s
WEBCON BPS Components Available ver Curent ver
WEBCON
5) WEBCON BPS WorkHow Service ) 2024.1.0.3350 Not installed Installation -
Windows Service responsible for the automation of events
Installation in WEBCON BPS
) WEBCON BP3 Designer Studio 2024.1.0.3350 Mot installed [+] | Installation -
/ System verification Tool for workflew configuration and system parameterization
Component selection BCO
@ i (2] WH LGS (e 2024.1.0.3350 Not installed [+] __\nstallation -
> 50L connection parameters WEBCON BPS Portal installed on local Windows server and
» Database creation TRy SEERER
: ; WEBCON BPS Search Server 1.0.32.0 Not instalied [+
> Configuration database 9 Service that allows searching for phrases and navigation
3 Content database creation elements inside WEBCON BPS Portal
» Attachments database Other Components Available ver. Currert ver.
> Archive database WEBCON BPS Modem Web Parts for Office 365 AT
» Portal address configuration 9 Set of Web Parts that allow to embed WEBCON BPS Portal
. presentation elements on SharePoint Online sites
¥ Admin account
» Search Server address
> Finish
@0 4o 3 0 /Lr} Main menu < Back Skip >, Nest >

WEBCON BPS 11
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2.4. Installing components

The next window shows a summary of components to be installed. It is possible to specify
the installation folders for the elements of the WEBCON BPS platform and components of
the BPS Search Server.

WE BC O N Installation summary
—

Following components will be changed

- > Installation - WEBCON BPS WorkFow Service
i > Installation - WEBCON BPS Designer Studio
- > Installation - WEBCON BPS Portal

System verification iy Installation - WEBCON BPS Search Server
Component selection

\/
v
(3) Components
>
>
>
>
>
>
>
>
>
>
>
>

Installation

50L connection parameters
Database creation
Configuration database
Content database creation
Attachments database
Archive datzbaze

115 Website creation

Portal address configuration
Admin account

Search Server configuration
Search Server address
Finish

Directory for Workflow components installation

[C*Program Files\WEBCON || Change

Directory for BPS Search Server component installation

|c \Program Files\WEBCON \ Change

6 L 3 v0 /L;} Main menu < Back Skip >> Mext >

Note:

A folder where the WEBCON BPS Search Server for the WEBCON BPS platform is installed
also contains search index files. Therefore, it should be located on a disk providing
sufficient free space for storing index files (approx. 20% of the WEBCON BPS platform
volume).

WEBCON BPS 12
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2.5. Creating and configuring SQL databases

The SQL databases for the WEBCON BPS platform are created in several installer steps.
Prior to creating databases, define connection parameters for the SQL server and
database creation parameters.

2.5.1. SQL server connection parameters

Enter the SQL server address in the Server field. It is recommended to use Windows
Authentication and select the Trust the server certificate opftion.

The user must be able to create SQL databases.

5QL server connection parameters

Enter connection parameters to an SGL server on which the WEBCCOMN BPS database will be created.
This database will be used to store workflow instances, attachments and system configuration.

The usemame.login in the context of which the database is created should have at least ‘dbereator’ and 'securityadmin’ level privileges on the SGL server.
It iz possible for the SCQL server admin to prepare empty databases prior to the installation of WEBCON BPS.

In such a case, the usemame.login in the context which WEBCON BPS will connect to the databases should have the ‘public’ role assigned on SQL server
level, and also ‘dbowner’ privileges on the prepared databases.

Type: | SQL Server - |
Authentication type: |Wind0ws Authentication - |
Server: | |

[wl Trust server certfficate:

2.5.2. Database creation parameters

Databases language settings
This section allows you to select databases language and character encoding.

Databases owner

Select the account of a user with db_owner privileges in the created platform databases.
The account will be used for connections between WEBCON BPS Portal and the system
databases.

The installer allows you to create a new user, provide an existing SQL login, or use
application pool user who will be defined in the subsequent installation steps.

WEBCON BPS 13
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Databases language settings

Specify default language and collation for new created databases. Select Unicode mode f databases will store data containing characters that are not
included in the standard encoding.

Default language: | English (United States) - |

Collation: | English, Gemman, ftalian h |

Databases owner

Specify an accourt name that will be set as the databases owner. The account will be used to connect WEBCON BPS Portal to the WEBCON BPS system
databases.

() Create new SQL login
User: |BPS_SC!L|_|SBI'

Paszword: |

() Use existing SQL login | BPS_SQLUser

|
|
Confirm password: | |
|
|

Password: |

(® Use application pool account

2.5.3. Creating configuration database

Enter the database name in the Database name field or use the default value
BPS_Config. Next, specify its type in the Database type (production, testing,
development).

The installer displays the time zone set on the database server.

Farm configuration database creation

Set name for farm configuration database.

Database name: | BPS_Config |
Database type: | Production - |
Time zone from database server setting: | (UTC+01:00) Sarajewo, Skopie, Warszawa, Zagrzeb < |

2.5.4. Creating process database

The process database contains all process metadata saved in the platform.

Specify the name and acronym for the database in the Database name and Database
acronym fields respectively. The database acronym can contain only alphanumerical
characters. The installer allows for creating one or multiple process databases.

WEBCON BPS 14
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Configuration database connection settings

Content databaze will be associated with WWEBCOM BPS configuration database [tz connection details have been presented below). In case you want to
associate the content database to other configuration database click Change connection parameters” button.

Server: 5QL2019

User: [Integrated Authentication] R ]

Database: BPS_Corfig : Change connection parameters
Content database

Specify a name of the content database to be created and its acronym. You can find the list of other content databases that are already associated with
selected configuration database. Content database acronym is the unique identifier of the process database. It can contain from 3to 6 alphanumeric
characters. It is used to distinguish to which process database element belongs. |t is placed in 2D barcodes and in e-mail comespondence by WEBCON
BF 5 addin for Microsoft Outlook.

Content databases connected
with configuration database:

Database: [BPS_Cortert |

Database acronym: |BPSPR |

2.5.5. Creating attachment database

Like in the process database, specify the name of a new attachment database.
The installer allows for creating one or multiple attachment databases.

Configuration database connection settings

Attachments database will be associated with WWEBCOMN BPS system database (its connection details have been presented below). In case you warnt to
associate the attachments database to other system database click Thange connection parameters’ button.

Server: SQL2019

User: [Imtegrated Authentication] = ]

Database: BPS_Config i Change connection parameters
Attachments database

Specify a name of the attachments database to be created. You can find the list of other attachments databases that are already associated with selected
content database. You can create a dedicated attachments database per each process automated by WEBCON BPS. You can skip creation of
atachments database to store attachments in content database instead.

Content database: BFS_Content <

Attachments databases
connected with main database:

Database: BPS_Content_Att

WEBCON BPS 15
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2.5.6. Creating archive database

The WEBCON BPS system allows users to archive entered data by moving them to a
dedicated database. The installer can be used to create any required number of
databases.

Configuration database connection settings

Archive database will be associated with WEBCON BPS system database (its connection details have been presented below). In case you want to
associate the archive database to other system database click Thange connection parameters’ button.

Server: SQL2019
User: [Integrated Authentication]
Database: BPS_Corfig §i Change connection parameters

Archive database

The archive feature is only available in ENTERPRISE edition.
Specify a name of the archive database to be created. You can find the list of other archive databases that are already associated with selected content
database. You can create a dedicated archive database per each process automated by WEBCON BPS. You can skip creation of archive database.

Do you wish to create an archive database?

Content database: BPS_Content =

Archive databases connected
with main database:

Database: BPS_Content_Arch

WEBCON BPS 16
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2.6. WEBCON BPS Portal installation

2.6.1. Creating website on the IIS server

For the Portal purposes it is necessary to create an additional application on the lIS
server.

Enter the name for an application which will be created for the WEBCON BPS Portal and
the application pool user.

115 Website creation
|

Application pool

Name: |WEBCONBPS |

User: |WEBCONpool bps |

Password: |||-i||i||iiiii|| |
Website

Site name: |WEBCONBPS |

Content physical path: |C:\F'rogram Files"WEBCOMN\WEBCON BPS Portal |

Binding
Type: |hitps -]
IP address: [ Al Unassigned |
Port: |443 |
Host name: |https://bps webcon.com |
551 cerfficate: | WEBCON |
Registry entries

Set Http parameters MaxFieldLength and MaxRequestBytes registry to max value

Set Http parameters EnableHttp2Tls and EnableHitp2Cleartex registry to 0

WEBCON BPS 17
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2.6.2. Configuring the Portal address

The step is used for defining the URL address under which the WEBCON BPS Portal will be
available. It is recommended to use the full, FQDN domain name.

Select the method for connecting the Portal website with databases. An integrated login
is used in the example.

Configuration database connection settings

Server: S5QL2019
User: [Integrated Authentication] - ] ]
Database: BPS_Config . Choose corfiguration database

Portal address configuration

Portal ur: https://bps webcon .com

Portal virtual catalog:

WEBCON BPS 18
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2.7. Configuring administrator account

The built-in administrator account allows for logging into the system to configure it where
no users have been defined in the system yet (the user list synchronization has not been
configured and executed).

Apart from the ability to change configuration, the administrator account has no
permissions to define applications and processes.

The built-in administrator account has a fixed login admin@system.bps — define the
password for this user in this installation step.

Configuration database connection settings

Server: 5012019
User: [Integrated Authentication] N ] ]
Database: BPS_Config i Choose configuration database

Admin account configuration

Set a password for the admin access account.
It will be possible to change this password through the main menu of Designer Studio.
If the password is lost, it can be reset through the WEBCOMN BPS System Administrators tool.

— |admin@5)'5tem.bps |
Password: | ............. |

Confirm password: | ,,,,,,,,,,,,, |

After installing WEBCOM BPS, only one authentication provider will be active at the beginning —the Admin access.
Launch Designer Studio, log in using the administrator account, and finalize the system configuration:

- set the synchronization schedule and synchronize the BPS user list

- assign privileges to users (including admin privieges)

- activate any authentication providers that you need

- deactivate the Admin access authentication provider.

Once you complete the installation using the administrator account, log into the
WEBCON BPS Designer Studio to configure the user list synchronization (the procedure is
described in 4.1).

WEBCON BPS 19
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2.8. Configuring WEBCON BPS service
When configuring the service, it is required to enter the login and password of a domain
user.

Select the Remember for the service update checkbox to save time in future — the data
will be automatically entered during system update.

The installation allows for selecting roles supported by the installed service. By defaulf,
only the Basic features, License service and SOLR indexer (searching) roles are activated.

Service configuration

Wordlow Service is used to handle importing attachments from shared folders and Exchange email inboxes, control actions, OCR documents, handle
substitutions, print barcodes and more.

Service account
Login: |WEECDN\svc.bp5 | Example:  domain“login

Pas&word: |................ |

¥ Rememberforthe service update

Fam configuration database

Server: 5012019
User: [Integrated Authentication]
Database: BPS_Config I_ﬁ Change connection parameters
Associated process databases
Database | = Add |

o o -

Service roles
[ Basic features O Wordlow instance archiving
[ Felder monitoring: import of scanned files [ Exchange rates synchronization
[ Email/Mail Approval inbox monitoring [wl License service
O oCR Al [l SOLR indexer
[ Al Analysis

WEBCON BPS 20
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2.9. The service status

After its installation, the service is not automatically launched. This step allows you to start
the service.

Service status

Workflow Service iz used to handle importing attachments from shared folders and Exchange email inboxes, control actions, OCR documents, handle
substitutions, print barcodes and more.
In case the Warkflow Service cannot be started please see Event Log.

Service status: (@) Senvice is running

o Start service

Ii:i:] Stop service

Service messages:
- 2:31:37 PM - Service started successfully

2.10. Installing and configuring the Search Server component

The administrator can specify a dedicated port for the Search Server, the volume of RAM
available for the service, and set up passwords for the search engine administrator user
(login: solr) and the user within whose context the search engine will index the WEBCON
BPS databases (login: WEBCON_BPS).

Configuration database connection settings

Server: 5QL2019
User: [Integrated Authentication] = ] ]
Database: BPS_Config & Choose corfiguration database

Search Server configuration

Specify the protocol, host address and port on which the Search Server service will run. The system will also automatically use the port with a number 1000
greater forthe Zookeeper service.

Please make sure that both these ports are available to all WEBCON BPS components.

Provide the user passwords used by the Search Server service.

Please remember to safely store the Solr admin password. It is not remembered anywhere in the WEBCON BFS system.

Protocol: http ~

Host address: | |
This address will be used by BPS for connecting wih Sol. e.g. mycompary.com

Port: [a0a3 |
For ZooKeeper port 5553 wil be used

Memory: 2GB ~
Maximem amount of memory, that search server can use (2G5 recommended))

Certificate

Password:

Users pasawords

solr: | |
Adimin user, can log in fo Solr Admin page

WEBCON_BPS: | |
Liser used by BPS for connections with Solr

WEBCON BPS 21
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3. Configuring firewall

WEBCON BPS Portal requires 443 and/or 80 ports to be open to receive the https/https
traffic (unless alternative ports have been provided).

You must ensure the communication between the WEBCON BPS Portal server and the MS
SQL database sever. By default, the SQL TCP (port 1433) port is used for the
aforementioned communication.

WEBCON BPS 22
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4. Starting WEBCON BPS Designer Studio for the
first fime

After completing the installation, run WEBCON BPS Designer Studio — a tool for managing
the platform. When running the tool for the first time, the application shows an
authentication window where you need to enter the address and password for the built-
in administrator account (admin@system.bps) specified during installation.

o2 Portal authentication x
Portal URL: https://bps. webcon.com
|:| Log in via browser

WEBCON

WEBCON BPS Admin
Access

Please sign in with your WEBCON BPS
administration account

By clicking the Log in via browser checkbox, you can authorize a user in a browser
displayed within the authentication window.

Once you are logged-in, you can start working with WEBCON BPS Designer Studio.
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s & WEBCON Business Process Suite - Designer Studio -ox
Tasks Appearance
Applications -
88 Aplikacia zero | New ¥
@] coriocored— ]

Here you will find all the necessary tools to
create and configure advanced business
applications. With WEBCON BPS Designer
Studio, you can:

Welcome to

= Visually design the logic of business

. rocesses and workflows,
WEBCON BPS Designer .
o = Manage the functionality and appearance of
Studio farms,
L = Create complex business rules and form
This is the command center for WEBCON rules graphically,

BPS

= Integrate with external data sources and
systems (such as ERP, CRM) using built-in
connectors (e.g. to REST Web Service),

= Easily define dashboards and reports for
end users.

<8
Data sources
2

System settings . . .

Quick start - video tutorials

ﬁg Plugin packages To assist you in gett\_ng staned_ with the system, we have
B created a series of video tutorials that demonstrate

the operation and configuration of basic WEBCON BPS
@ ~ functionalities.

Finished

4.1. Configuring user list synchronization

To allow other users to work in the WEBCON BPS platform, configure and run user
synchronization with the selected authentication platform, and activate authentication
provider for users to be able to log into the platform. In the discussed example the local
Active Directory is used for this purpose.

In the left navigation panel, click the System seltings and expand the Local parameters
node to select the Users and groups synchronization and click the Synchronization
configuration button.
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[

s
=3
=

WEBCON Business Process Suite - Designer Studio

Tasks Appearance System administrator (admin @system.bps)

System settings

=) T Global constants - SyStem SEtt-Ings (Users and groups synchronization) PRODUCTION C-O

=) @2 Business rules

5) @ Form rules 4, Refresh Synchronize an‘I £% Synchronization configuration I
=) g Automations
- %] Global field Last synchronization date: Status: Eé‘
& lobal fields

i Licenses allocation Next synchronization date:

(2] Global parameters | T =
ok "3 Appearance J4. Synchronized users | [, Synchronized groups | ] Synchronization histary

Ha Global privileges Search:

‘)" Change Requests

|Q; Designer Desk Permissions

7 Attachments BPS ID Mame a | E-mail Source Last update date
(5 Database -
IE_I Security

-:‘- Active Directory Actions Configuration
[B Users and groups synchronization

10, BPS users and groups list
Iil Translation languages
2 Interface language packs
» Cache

(=1 Fl Fmail nntificatinns

ég Data sources

System settings
=

éﬂ Plugin packages

- The view contains the first 1000 records

Finished

Select the Synchronize with local Active Directory option as a synchronization source.

The account used for both the configuration and user list synchronization must hold
privileges to read the Active Directory structure. This can be an account the WEBCON
BPS Workflow Service operates on or a dedicated account. The configuration of an
account for synchronization can be modified in the Credentials tab.

BPS users list synchronization configuration - O x

Synchronization source: Synchronize with local Active Directory @
3 settings = Credentials | %) Schedule %< Advanced

@ Connect using BPS service user data
O Connect using given data

Login:

Password:
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In the Settings tab, specify one or several domains from which the user data will be
synchronized by using the Add button (a + icon next to the selected domains list). it is
possible to use the whole domain (root) or only specific organizational units (OU).

BPS users list synchronization configuration -0 X

Synchronization source: Synchronize with local Active Directory v (:D
C@ setings | = Credentials | () Schedule | 3¢ Advanced

Domain/Organizational unit i

webcon.pl

Databasze column Columns mapping
CO5_ExtensionAttribute01 -
CO5_ExtensionAttribute02

COS5_ExtensionAttribute03

CO5_ExtensionAttribute04

CO5_ExtensionAttribute0s

CO5_ExtensionAttribute0s

CO5_ExtensionAttribute0?

CO5_ExtensionAttribute0s

CO5_ExtensionAttribute0s

CO5_ExtensionAttribute 10

IO Eacbemmime & bbb ke 11

|J Save | |% Cancel

In the Schedule tab, you can define the time and method of synchronization.

By default, the synchronization will be executed every day in three-hour intervals. The
Incremental synchronization will be launched (data of modified users will be retrieved).

To confirm the changes in the user list synchronization click the Save button.

Note:

When launching the WEBCON BPS Designer Studio for the first time, run at least one Full
user list synchronization (retrieving information on all user of domain or OU specified in
the configuration).
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To manually start the Full user list synchronization, click the Synchronize now button in the
Users and groups synchronization window (in the System settings section) and select the
Full option.

1}l

=

WEBCON Business Process Suite - Designer Studio - Ox

Tasks Appearance System administrator (admin@system.bps)
SYStem settings (Users and groups synchronization) PRODUCTION C-O

System settings

=) Tk Global constants

=) [ Business rules
oy .
5 @ Formrues 4 Refresh Synchronize now~ | £ Synchronization configuration

%) [P4 Automations
E@ Global field Last synchroni M5/3,'2023 3:00:29 PM Status: | Finished B
S obal fields
Incremental
¢ Licenses allocation Next synchron 5/8/2023 6:00:00 PM

@ (%) Global parameters - . - —_——
T m Appearance 2, synchronized users | JfL Synchronized groups | ] Synchronization histary
s, Global privileges

‘0" Change Requests
b Desi . Start time Duration Status \Warnings count Errors count Mode Details
%, Designer Desk Permissions

[, Database

| security

<}» Active Directory Actions Configuration
[

15, BPS users and groups list

The information on the status of the synchronization is available in the same bar.

Status: Finished

—

|TL|
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4.2. Activating the authentication provider

By default, the only active authentication provider that allows for logging into the
platform is Admin access. It allows users to log in only with the built-in administrator
account.

Activation of authentication provider of Windows Active Directory type allows users
whose data are synchronized in accordance with the procedure described in the 4.1
point to log into the platform.

Note:
To actively use the platform, users must be assigned with relevant privileges to the
application and/or processes and - in subscription-based model - named licenses.

To activate the authentication provider, click the System settings button, expand the
Authentication providers node in the selection free, and select the Windows Active
Directory option.

Select the following two options: Active in Designer Studio and Active in BPS Portal.

Once you modify settings and save changes, restart WEBCON BPS Portal.

= WEBCON Business Process Suite - Designer Studio - ox

[am

System administrator (admin@system.bps)

System settings winzows acie brectery) PRODUCTIONCO

1
& Save

Tasks Appearance
System settings

7Tk Global constants

2 Business rules

(€ Form rules

(B4 Automations

() lobal fields
Licenses allocation

Active in Designer Studio:

Active in BPS Portal:

Global parameters

£ 7] HotFolders

54 HotMailBoxes

528 OCR Al Projects

€5 Document entry paints

@ % Authentication providers

R, Admin access
T ——
@, Azure Active Directory (AAD)
&, ADFS
?L OpenlD Connect

4 Business entities

{B} Services configuration

=
;r' Applications

B pate sources

i
2

System settings
=

WEBCON BPS 28



WEBCON’

4.3. Adding privileges for selected users

The built-in administrator account should be used only for the purpose of initial platform
configuration and in exceptional situations.

For the actual use of the platform, it is necessary to assign access rights to relevant users.

In order to add system administrator privileges (full access to system and application
configuration), click the System settings button, expand the Global parameters node,
and select the Global privileges option.

Click the Browse button located next the System administrators list.

= WEBCON Business Process Suite - Designer Studio x

[am

Tasks Appearance System administrator (admin@system.bps)

— System Settings (s pieoes = PRODUCTIONCD)

System settings

75 Global constants
(£ Business rules
(€2 Form rules

[P Automations
(&) Global fields

Licenses allocation 2
@) Global parameters
Appearance

Change Requests
Designer Desk Permissions

.
£ save

System administrators:

o 0

n
s

Next, in the searching window, enter user login or their login and click Search.

If user data had been correctly retrieved during the user list synchronization, a relevant
entry will show up on the list. Select the respective user on the searching list (by left-
clicking the relevant entry), press the Add button, and confirm the whole operation with
the OK button.
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& Searching o x
|Ton'| Green | Q Search
Digplay name Title Department E-mail address Account name
Tom Green webcon\t.green

E@ e EHTomGreen; | |

Additionally, click the Save button to apply the changes.

@ 2 & WEBCON Business Process Suite - Designer Studio - o x
Tasks Appearance A System administrator (admin@system.bps)

System settings @

) T Globsl constants System settings (i pruieges =) PROPUCTION Ce
| 2o |

) [ Automations
) (& Global fields
@ Licenses allocation

@ [ Global parameters
=

System administrators:

Tom Green;

“(J- Change Requests

From now on, the configured user will be able to log info WEBCON BPS Studio to execute

all administrative procedures, including assigning privileges to the created applications
and processes.
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5. Activating license

After installation, the WEBCON BPS platform works in DEMO mode (full functionality for 90
days). To change the DEMO version to production one, activate the license obtained
when purchasing the product.

The activation is possible in the WEBCON BPS Designer Studio or in the installer.

5.1. Activating license in WEBCON BPS Designer Studio

Once you launch WEBCON BPS Designer Studio, click the arrow in the top, left corner and
select the Licenses opftion.

= WEBCON Business Process Suite - Designer Studio - o x
Jacek Jezyk (webcon\jezyk)

(= Portal connection -
Edit portal connection settings

e

= Content database .
(8] Editcument content atabase
Here you will find all the necessary tools to
I.TJQ Licenses | create and configure advanced business
) License management L

applications. With WEBCON BPS Designer
Studio, you can:

@ About
About the authors Welcome to = Visually design the lagic of business
. rocesses and workflows,
M = WEBCON BPS Designer .
Close WEBCON BPS D Studi - = Manage the functionality and appearance of
lose W esigner Studio Studio o

|y Legoutand exit = Create complex business rules and form

Logout current user and dose isi N
VRGO B Desgrer St ggg is the command center for WEBCON rules graphically,

= Integrate with external data sources and
systems (such as ERP, CRM) using built-in
connectors (e.g. to REST Web Service),

= tasily define dashbaards and reports for
end users.

}. Applications

=]
Data sources
2

System settings

Quick start - video tutorials

:Jg Plugin packages To assist yDuIin getl\_ng slaned_ with the system, we have . D
B created a series of video tutorials that demonstrate H
the operation and configuration of basic WEBCON BPS
[~ functionalities.

=
i

Finished https: /jdev18.webcon.p| WEBCONEPS | Database=11_BPS_Content_Main; DBVersion=Main (UTC+01:00) | Version: 2024.2.0.3647

A panel for managing licenses is displayed.
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#% License management

http:/fT01

P Service not activated Service activation

License

Licenze Bought Used

Production environment |D}. Install license from file ||® Download licenses ||@ Refresh |

License service has not been activated

Next, click the Activate button to open service and license activation wizard which will
guide you through the activation process.

If a server hosting the WEBCON BPS components has a direct access to the Internet, you
can activate your product in the online mode.

¢ Activation

Activation

Select activation kind

License service activation wizard @ B v
“Allows automatic online activation of license

The wizard will guide you through license service activation. service, Requires customer login and password.

() Email activation - no activation file
Allows sending activation data by email. Select if
online activation is unavailable and you do not
received the activation file yet.

() Email activation - activation file available
Allows licenze service activation using received
activation file.
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The activation involves entering obtained activation login and password.

&2 Activation - B x
Step 1 of 2 - Online activation

Login |
Online activation Password

Activate

Online activation uses cutbound connection with address
https://licence.public.webcon.pl using port 443, If this connection is
blecked and there is no possibility of unblocking it, please return to
first step and choose "Email activation”. To activate, please type the
provided custemer legin and password and click "Activate” button,

Where no Internet connection is available, you can active your product in the offline
mode following the steps in the activation wizard.

5.2. Activating license offline

The offline activation consists of two steps. First, generate the Service license identifier file
and send it to WEBCON. You will receive two files in response: Activation file and License
package which you need to use to activate the license.

To start the offline activation procedure, open the License management panel and click
Activate. Next, select the Email activation — no activation file.
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€2 Activation

Activation

Select activation kind

License service activation wizard ) Online activation
Allowss automatic online activation of icense
The wizard will quide you through license service activation, service, Requires customer login and password.

(®) Email activation - no activation File!
Allows sending activation data by email, Select if
online activation is unavailable and you do not
received the activation file yet.

() Email activation - ackivation file available
Allows license service activation using received
activation fils.

In the next wizard window, click the Generate file button, save the file on a local disk,
and send it to WEBCON.

€2 Activation

Step 1 of 4 - Generate service identifier

License service
computer name: | |

Generate license service identifier
Identifier file
lacation: | |

Service identifier is needed to generate activation code for license
service, [t should be generated, and then writken to file, Remember
file location, as itwill be needed in next activation step,

fnf zenerate file
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In response, WEBCON sends two files: Activation file and License package.

To complete the offline activation process, open the License management panel, click
the Activate button and select the Email activation - activation file available.

Follow the wizard hints and specify the path to the activation file.

Next, in the License management panel, select the Install license from file, and specify
the path to the other file received from WEBCON (License package). Click OK.

The offline activation process is completed.
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