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1. Before upgrading WEBCON

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The fast-uri component has been updated to version 3.1.2 due to the
vulnerability patches:
CVE-2026-6322, CWE-436 - https://security.snyk.io/vuln/SNYK-JS-FASTURI-
16642394,
CVE-2026-6321, CWE-22 - https://security.snyk.io/vuln/SNYK-JS-FASTURI-
16642399.

e The following packages have been updated:
- Microsoft.Extensions.Primitives,
- System.Threading.Tasks.Extensions,
- Microsoft.Bcl.Asynclinterfaces,
- OpenTelemetry.Exporter.OpenTelemetryProtocol,

due to the vulnerability patch:
- https://security.snyk.io/vuln/SNYK-DOTNET-
OPENTELEMETRYEXPORTEROPENTELEMETRYPROTOCOL-16345356 v25.2.

e The following package has been added:
- Microsoft.Kiota.Http.HttpClientLibrary version 1.22.2,

due to the vulnerability patch:

- https://security.snyk.io/vuln/SNYK-DOTNET-
MICROSOFTKIOTAHTTPHTTPCLIENTLIBRARY-16699701
v25.2.

e The following package has been removed:
OpenTelemetry.Instrumentation.Wcf due to the vulnerability patch:
https://security.snyk.io/vuln/SNYK-DOTNET-OPENTELEMETRYAPI-16189068.

e The System.Security.Cryptography.Pkcs package has been updated to version
8.0.1 due to the vulnerability patch: CVE-2024-38095, CWE-20 -
https://security.snyk.io/vuln/SNYK-DOTNET-SYSTEMFORMATSASN1-7443633.

e The react-router-dom component has been updated to version 6.30.4 (for 2024.1.1
and 2025.2.1 versions of the WEBCON platform) and to version 7.17.0 (for
2026.2.1 version of the WEBCON platform) due to the
vulnerability patch: CVE-2026-40181, CWE-601-
https://security.snyk.io/vuln/SNYK-JS-REACTROUTER-17138887.
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1. Before upgrading WEBCON

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The yaml component has been updated to version 1.10.3 due to the vulnerability
patch:
CVE-2026-33532, CWE-674 - https://security.snyk.io/vuln/SNYK-JS-YAML-
15765520.

e The lodash component has been updated to version 4.18.1 due to the vulnerability
patches:
CVE-2026-2950, CWE-1321 - https://security.snyk.io/vuln/SNYK-JS-LODASH-
15869619,
CVE-2026-4800, CWE-94 - https://security.snyk.io/vuln/SNYK-JS-LODASH-
15869625.

e The lodash-es component has been updated to version 4.18.1 due to the
vulnerability patches:
CVE-2026-2950, CWE-1321 - https://security.snyk.io/vuln/SNYK-JS-LODASHES-
15869621,
CVE-2026-4800, CWE-94 - https://security.snyk.io/vuln/SNYK-JS-LODASHES-
15869627.

e The System.Net.Http component has been updated to version 4.3.4 due to the
vulnerability patch:
CVE-2018-8292, CWE-200 - https://snyk.io/vuln/SNYK-DOTNET-
SYSTEMNETHTTP-72439.

e The iTextSharp component has been removed due to the
vulnerability patches:
CWE-611 https://security.snyk.io/vuln/SNYK-DOTNET-ITEXTSHARP-540928,
CWE-189 https://security.snyk.io/vuln/SNYK-DOTNET-ITEXTSHARP-541280,
CWE-347 https://security.snyk.io/vuln/SNYK-DOTNET-ITEXTSHARP-541283.

e The dompurify component has been updated to version 3.4.1 due to the
vulnerability patch: CVE-2026-41240, CWE-783 -
https://security.snyk.io/vuln/SNYK-JS-DOMPURIFY-16078387.

e Due to the discovery of the security vulnerability https://security.snyk.io/vuln/SNYK-
DOTNET-AUTOMAPPER-15602868, the use of the AutoMapper library in the
WEBCON platform has been discontinued.

e The component System.Security.Cryptography.Xml has been updated to
version 10.0.7 due to the vulnerability patch: https://security.snyk.io/vuln/SNYK-
DOTNET-SYSTEMSECURITYCRYPTOGRAPHYXML-2977914.

e The uuid component has been updated to version 14.0.0 due to the vulnerability
patch:

WEBCON 2024.1.1.357 4
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CVE-2026-41907, CWE-1285 - https://security.snyk.io/vuln/SNYK-JS-UUID-
16133035.

e The MimeKit component has been updated to version 4.16.0 due to the
vulnerability patch:
https://security.snyk.io/vuIn/SNYK-DOTNET-MIMEKIT-15468175.
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1. Before upgrading WEBCON

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The following component in the MS Word add-in has been updated:
node-forge: 1.4.0, due to the vulnerability patches:
— [High Severity][https://security.snyk.io/vuln/SNYK-JS-NODEFORGE-15789767]
in node-forge@1.3.2,
— [High Severity][https://security.snyk.io/vuln/SNYK-JS-NODEFORGE-15789769]
in node-forge@1.3.2,
— [Critical Severity][https://security.snyk.io/vuln/SNYK-JS-NODEFORGE-
15789771] in node-forge@1.3.2,

— [High Severity][https://security.snyk.io/vuln/SNYK-JS-NODEFORGE-15789773]
in node-forge@1.3.2.

WEBCON 2024.1.1.347 4
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1. Before upgrading WEBCON

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

The ajv component has been updated to version 8.18.0 due to the
vulnerability patch:

CVE-2025-69873, CWE-1333 - https://security.snyk.io/vuln/SNYK-JS-AJV-
15274295.

The lodash component has been updated to version 4.17.23 in the WEBCON add-
in for Word due to the vulnerability patch:
https://security.snyk.io/vuln/SNYK-JS-LODASH-15053838.

The immutable component has been updated to version 4.3.8 due to the
vulnerability patches:

CVE-2026-29063, CWE-1321 - https://security.snyk.io/vuln/SNYK-JS-
IMMUTABLE-15423650.

The dompurify component has been updated to version 3.3.3 due to the
vulnerability patches:

CVE-2026-0540, CWE-79 - https://security.snyk.io/vuln/SNYK-JS-DOMPURIFY-
15371376 CVE-2025-15599,

CWE-79 - https://security.snyk.io/vuln/SNYK-JS-DOMPURIFY-15371386.

WEBCON 2024.1.1.340 4
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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WEBCON’

2. Security fixes

2.1. Updated components

The following component has been updated:

- expr-eval-fork do wersji (3.0.1),

due to the vulnerability patch:

- CVE-2025-12735 - https://github.com/advisories/ GHSA-jc85-fpwf-gm7x.

Updated the lodash-es component to version 4.17.23 in response to vulnerability
CVE-2025-13465, CWE-1321.

The following component has been updated:

- lodash do wersiji (4.17.23),

due to the vulnerability patch:

- CVE-2025-13465, CWE-1321 - https://security.snyk.io/vuln/SNYK-JS-LODASH-
15053838.

The react-router component has been updated to version (7.13.0) in order to deal
with the following vulnerabilities:

- CVE-2025-68470, CWE-601,

- CVE-2025-59057, CWE-79,

- CVE-2026-21884, CWE-79,

- CVE-2026-22030, CWE-346, CWE-352,

- CVE-2026-22029, CWE-79,

- CVE-2025-68470, CWE-601

- CVE-2025-68470, CWE-601

- CVE-2026-22029, CWE-79

WEBCON BPS 2024.1.1.321 4
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3. Changes to existing features

3.1. General

e Updated Searchindex (SOLR) to the 9.10.1 version across all supported versions
(2024 and later), ensuring compatibility with newer JDK versions. Additionally, in
the 2026 R2 version, the installer no longer offers Java installation; only Java
presence verification remains.

WEBCON BPS 2024.1.1.321 5
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e Due to the identification of a Cross-Site Scripting (XSS) security vulnerability
(CVSS 6.1; CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:F/RC:C), security
fixes have been implemented to prevent the potential injection of malicious

JavaScript code.
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Add-In

¢ Updated the node-forge: 1.3.2 and min-document: 2.19.1 components used by
the Word plugin due to vulnerability patches:

https://security.snyk.io/vuln/SNYK-JS-NODEFORGE-14114940

and
https://security.snyk.io/vuln/SNYK-JS-MINDOCUMENT-13045385

WEBCON BPS 2024.1.1.311 4



WEBCON’

WEBCON BPS 2024 R1

history of changes for version 2024.1.1.309

WEBCON BPS 2024.1.1.309



WEBCON’

Table of Contents

1. Before upgrading WEBCON BPS........ccoooiieemrrrrrrr s sssnnnnes 3
1.1. Important information ... 3
2. SECUNItY fIXES corieiiiiiiiiiiiiiirr e 4
2.1. Updated COMPONENtS.......ccceeiiiiiiiiiiricccsss s s rrssmssss s s s s e s s s nmm s s s s s e e s s s s mmmssssssseenennnnnn 4
3. Changes to existing features ... 5
20 I 1 4 1= - | 5
3.2, Data SOUICES.....cciiiiiiiiiiiiiiiiii i s 5
= LW == 6
T N o 3] S 6
WEBCON BPS 2024.1.1.309 2



WEBCON’

1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The component expr-eval has been replaced with the expr-eval-fork component
due to the vulnerability patch:
CVE-2025-12735, CWE-1321, CWE-94 - https://security.snyk.io/vuln/SNYK-JS-
EXPREVAL-13833679.

WEBCON BPS 2024.1.1.309 4
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3. Changes to existing features

3.1. General

e Updated currency exchange rate retrieval from the Narodowy Bank Polski
(National Bank of Poland) API. Currently, currency rate requests are transmitted
via HTTPS instead of HTTP protocol.

3.2. Data sources

e The MSSQL database type Connection has had its timeout changed from 120 to
30 seconds. Newly created connections will utilize the 30-second timeout; existing
connections will be updated.

WEBCON BPS 2024.1.1.309 5
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4. Bug fixes

4.1. API & SDK

e Fixed an issue where permissions weren't allowed to download temporary files
generated by the SDK. This fix resolves an issue with an extra apostrophe in the
security token that caused a 404 error. The permission checker has also been
improved to properly account for access to temporary files.

WEBCON BPS 2024.1.1.309 6
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.

WEBCON BPS 2024.1.1.286 3
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2. Changes to existing features

2.1. Rules

e Improved handling of parameters passed from Form rules to Business rules.
Values entered on the form are now interpreted according to the parameter type
defined in the business rule. For example, text that looks like a date will no longer
be automatically converted to a date if the parameter type is set to Text.

2.2. Service

¢ Updated the non-configurable server response timeout for REST actions/sources
executed from the Service level. The timeout is now set to 100 s, matching the
timeout used for REST actions/sources executed from the Portal process. The
configurable automation Execution time limit (default 30 seconds) and the
Services operations timeout in seconds (default 120 seconds) remain in effect.

WEBCON BPS 2024.1.1.286 4
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3. Bug fixes

3.1. General

e Fixed a bug that prevented enabling maintenance mode when updating the content
database from the 2022 version and earlier ones.

3.2. Portal

o Fixed the issue preventing the update of the parent workflow after a task
completion in a related subworkflow by a user with a Single-Solution Access
License. This occurred if the user lacked permissions to the parent workflow
located in a different application than the subworkflow.

3.3. Designer Studio

e Fixed an issue that caused form fields to be omitted from the e-mail notification
body. The problem occurred when configuring multiple e-mail sending actions to
be executed concurrently across different paths (for instance, inbound and
outbound paths to/from a workflow control step). Form field visibility in all
notifications was incorrectly based on the settings of a single step, instead of the
appropriate step settings that were the destination of the relevant paths.

3.4. Actions

¢ Fixed a bug where sorting configuration for the Item list form field was not
included in the generated PDF containing such a field. This issue occurred after
cloning an Item list record and initiating the Generate a PDF file action based on

the template.
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The Microsoft.Extensions.Caching.Memory component has been updated to
version 6.0.3 due to the vulnerability patch:
CVE-2024-43483, CWE-400 - https://security.snyk.io/vuln/SNYK-DOTNET-
MICROSOFTEXTENSIONSCACHINGMEMORY-9712660

WEBCON BPS 2024.1.1.274 4
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3. Changes to existing features

3.1. Designer Studio

e Itis now possible to overwrite attachments in workflows where the Attachments
security level is set to High. In such cases, users can overwrite an attachment as
long as the form settings have the Edit file and Add and delete options enabled.

WEBCON BPS 2024.1.1.274 5



WEBCON’

4. Bug fixes

4.1. General

Fixed a bug that prevented enabling maintenance mode when updating the content
database from the 2022 version and earlier ones.

Improved event log entries regarding document indexing errors in SOLR.
Previously, when an attachment required for indexing was unavailable in the
database, the system logged an error as SOLR indexing failed. Now, the entry
has been altered to SOLR indexing skipped due to missing attachment,
providing a more specific description of the situation.

Fixed a migration script that caused an error during software update. The problem
was that the script incorrectly handled multiple translations of the same item for
different languages. The fix resolved the issue, ensuring that the script would work
correctly for all languages, eliminating any potential duplication of translations.

4.2. Portal

Fixed an issue with handling special characters when searching instances.

Fixed an issue with displaying reports on dashboards. Previously, switching
between dashboards from different content databases resulted in errors.

Fixed an issue that prevented the default Dashboard of an application from being
refreshed. This error occurred when switching to an application in a different
database, whose default Dashboard had the same ID.

Fixed a bug where an incorrect step was shown in the History for a specific
historical version of an instance. In addition to resolving this issue, the Info panel
now hides elements related to the current version's data, such as Author,
Assigned to, Modified by, Creation date, and the statistics panel, when viewing
a historical version. Another bug was also fixed where the creation date was
incorrectly displayed in the history; now, only the modification date of the given
version is shown.

Fixed an issue with switching between applications from different content
databases. When a user switched between applications in different databases, and
the default dashboards in both applications had the same ID, the dashboard failed
to refresh correctly.

4.3. Form

Fixed a bug where the item list on the form could be initialized multiple times
instead of just once for a given workflow instance. This resulted in unpredictable
behavior of the list, e.g. no data when opening the form. After the fix, the lists work
stably and are displayed according to the configuration.

WEBCON BPS 2024.1.1.274 6
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4.4. Designer Studio

e Fixed subordinate structure synchronization mechanism. Previously,
synchronization issues occurred when a user had inactive direct subordinates,
leading to errors or incorrect subordinate structure display. Now, the
synchronization correctly ignores inactive users and does not attempt to create
entries with empty data, ensuring consistent and accurate data.

e The Applications import report has been improved. Previously, when importing
an application that included changes to the names of workflows, paths, or
processes, the import report either lacked the relevant information or contained
incorrect details.

e Fixed an issue related to decrypting license information. Due to incorrect
decryption, incomplete data was being saved in the database.

e Fixed a bug affecting the editability of the filter button in Choice fields within
standard processes. The button became inactive when users navigated to the
configuration window of such a form field directly from the configuration window of
an Absence type system form field in an absence process.

e Fixed a bug that appeared on SOLR reports. Previously, importing a Document
templates process with the Replace all instances option enabled resulted in the
report displaying both the replacing and replaced elements.

e Fixed a bug that caused excessive saving time for application configuration
changes. This issue occurred only during the first save after opening Designer
Studio.

e Fixed the import of e-mail templates. The error caused the template translations to
not be removed correctly.

4.5. Actions

e Fixed the saving of changes made in the configuration of the Add Substitution
action. The issue was that modifications made in the SQL query editor (accessible
by clicking the three dots) were not being saved.

e Fixed an bug that occurred when using a SharePoint list data source in Timer or
On start (cyclical) actions.

e Fixed a bug encountered when triggering Run an SDK action to upload an
attachment to SharePoint along with metadata via a Timer.

e Fixed the mechanism for transferring values between the Choice list form fields.
Previously, when using the Change value of single field action to transfer
responses from one form field to another, values for the ID + Name tag were
transferred incorrectly. Now, values are transferred correctly regardless of how the
data is entered.

WEBCON BPS 2024.1.1.274 7
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e Fixed a bug in the Invoke SOAP Web service action that returned the phrase
"System.Byte[]" instead of Base64 format values when mapping values returned by
the Web service to Item list columns. The values mapped from the form fields to
the byte[] request field as a result of the action are now also in Base64 format.

4.6. Rules

e Fixed a bug in the migration script's algorithm for converting rule configurations
from XML to JSON. The bug caused a timeout for the script when the database
contained more than 20,000 business rule definitions.

e Fixed a bug where the value displayed in a Widget form field was not recalculated
after a change in a related form field. This issue occurred when a business rule
configured in the Widget field included an SQL COMMAND function referencing a
form form field value.

4.7. Data sources

¢ Restored default sorting in Searchindex reports. If no custom sorting is configured
and the report results do not include the WFD_ID column, the data is once again
sorted by default in descending order by WFD_ID, as it was previously.

WEBCON BPS 2024.1.1.274 8
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.

e Due to security-related changes (new certificate for signing files), remembered
user settings for Designer Studio and Workflow Service will be wiped clean.

Please prepare the following information:
- When updating the service component, the installer will ask for the service

account login and password.
- When launching Designer Studio for the first time after the update, the Portal
address will not autofill (it will need to be entered manually).
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2. Security fixes

2.1. Updated components

The @babel/runtime component has been updated to version 7.26.10 due to the
vulnerability patches:
CVE-2025-27789 — https://github.com/advisories/GHSA-968p-4wvh-cqc8.

The dompurify component has been updated to version 3.2.4 due to the
vulnerability patches:

CVE-2025-26791, CWE-79 — https://security.snyk.io/vuln/SNYK-JS-DOMPURIFY-
8722251.

A security feature has been introduced to prevent users without administrator
privileges from performing the Generate an HTML printout action.

The following components have been updated:
- @gorhom/bottom-sheet to version 4.4 .4,
- @react-navigation/devtools to version 7.0.15,
- @react-navigation/native to version 7.0.14,
- expo to version 52.0.27,
- react-native to version 0.76.6
due to the vulnerability patches:
CVE-2024-55565, CWE-20 — https://security.snyk.io/vuln/SNYK-JS-NANOID-
8492085,

CWE-772 - https://security.snyk.io/vuln/SNYK-JS-INFLIGHT-6095116.
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3. New features

3.1. Designer Studio

¢ Added an option to choose a default Attachment database or Archive database
from the dropdown menu during configuration of import process.
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4. Bug fixes

4.1. General

Fixed a bug that prevented enabling maintenance mode when updating the content
database from the 2022 version and earlier ones.

Fixed a bug that prevented the platform update. The bug occurred when executing
the 7363 script and was caused by a script execution timeout. As a result, the
business rule migration mechanism was improved by disabling the default timeout
when retrieving data for the update.

Fixed an issue that caused attachment databases to update incorrectly. Unicode
migration was improved. During this update, the installer will again update
attachment databases in environments where they were updated incorrectly.

4.2. Portal

Fixed a bug that caused a timeout error to be displayed after pressing the New
button in the My tasks panel. Consequently, the error handling mechanism for the
configuration database has been fixed.

Fixed a bug that caused the Filters panel in SOLR search results to display an
incorrect year or month for filter creation. This issue occurred when the end user's
time zone differed from the SOLR database time zone.

Fixed a bug that prevented changing the view of a report embedded in the
dashboard. The issue occurred after updating the platform from version 2023 R3 to
2025 R1. As a result, the defined report configuration was ignored after saving the
dashboard, and the view set before the update was restored.

Improved display of reports when opened from Suggested dashboards and
reports on the application home page.

Fixed a bug that prevented embedding a report within a dashboard when Swedish
was selected in Portal as the language.

Fixed a bug where the time of exit of a workflow instance from a step was not
correctly updated in the WFHistoryElements table.

Fixed a bug where navigation link was not displayed for applications that used non-
default database.

Improved loading of a library for entering formatted text that is used, for example,
in the Multiple lines of text form field in Append mode, in the Comment field,
and in Dashboard widgets.
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4.3. Form

Fixed a bug where electronic signatures included in the .pdf document attached to
the form were not visible when the document was displayed within the form in the
preview mode.

Fixed an issue that caused values set in the target field to be cleared when moving
to the next step, if the focus (clicking with the cursor) was never put in those fields.
This issue occurred only in Microsoft Edge.

Fixed a bug that caused incorrect creation date to be displayed for new workflow
instances.

Fixed a bug that caused incorrect text wrapping in the column header when the
column visibility was set to Required in the Field matrix.

4.4. Designer Studio

Fixed a bug that caused currently active absences to be missing from the
Vacations schedule. The issue occurred when the Absence process included a
Holiday history configured for absences starting before and ending after the
current date.

Fixed a bug that occasionally caused the "Width and Height must be non-negative'
message to appear when working in Designer Studio.

Improved cache refreshing in WEBCON BPS Designer Studio, so that current data
is returned for all instances.

Corrected descriptions of tags (variables) that refer to the names of steps,
Workflow phases, and Workflow actors, available after switching the Variable
editor to advanced mode. In addition, the values of such variables in expressions
are treated as database columns instead of strings.

Fixed an error that occurred when changing the order of start buttons in the Starts
tree in WEBCON BPS Designer Studio and when removing them.

Fixed an issue preventing Designer Studio configuration windows from being
resized. The problem occurred when opening the step editor for a second time.

4,5. Actions

Resolved an issue with exporting and importing translations of error messages,
messages for validation errors and successful validation, notification headers and
bodies, as well as task names and descriptions defined in the configuration of the
actions: Change value of single field and Choose an approver, Validate form,
Send a PUSH notification, and Create a task, respectively.
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e Fixed a bug that occurred when sending values from two different Item lists
through the Invoke REST Web service action. As a result, a NULL value was sent
specifically for the Item list that was configured as second in sequence.

e Fixed a bug that prevented printing of barcode labels using the TCP protocol of
the SignalR Barcode Service.

e Fixed a bug that prevented actions from being triggered subsequently by the
Timer. The issue was caused by exceeding the timeout for an SQL query that
retrieved data from the WFElements table in the content database.

e When an error of division by 0 occurs in a SQL query carried out in the context of
the <Current BPS database>, the automation should be interrupted correctly.

4.6. Service

e Fixed a bug that occurred after updating the platform to the 2024 R1 version. The
bug prevented further processing of an instance within the workflow after executing
OCR Al recognition. Consequently, the mechanism responsible for instance path
transitions through the WebCon WorkFlow Service - from Wait for a text layer,
Wait for OCR Al scan, and Wait for OCR Al to learn steps — has been improved.

e Fixed a bug that caused historical login sessions to be removed during database
maintenance hours by the WebcCon WorkFlow Service.

4.7. Designer Desk

e Optimized the queries loading user privileges defined in the configuration. These
queries are used, e.g., for reloading the cache after changing the configuration in
Designer Studio, or when saving new privileges at process level.

e Fixed an error that occurred after creating a report and then saving the entire
application prototype in WEBCON BPS Designer Desk.

WEBCON BPS 2024.1.1.248 8
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.

WEBCON BPS 2024.1.1.217 3
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2. Security fixes

2.1. Updated components

e Inthe WEBCONAPPS SaaS environment, a mechanism has been introduced that
forces the user to re-enter the password stored in the Admin panel after changing
the SMTP server address.

¢ On the page containing the redirection to the WEBCON BPS login screen on
mobile devices, similarly to the rest of the system, a mechanism has been used to
connect only to trusted sites. In the event of an attempt to redirect to an untrusted
site, an appropriate message is displayed and the redirection is blocked.

WEBCON BPS 2024.1.1.217 4
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3. Information

3.1. General

e Updated the footer information in documents containing process documentation,
personal data report, and the WEBCON BPS license usage report. This update
applies to the PL, EN, and DE language versions.
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4. Changes to existing features

4.1. Form

e Optimized form loading by skipping the query that retrieves tasks for a user's
subordinates when unnecessary.
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5. New features

5.1. Portal

e Added the ability to configure private views in KPI reports for non-administrator
users.
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6. Bug fixes

6.1. General

e Fixed an issue in the address redirecting the help manual (F1) in the configuration
database.

e Fixed an error that occurred when transferring translations between the dashboard
and a report during a version upgrade.

e Fixed a bug that prevented WEBCON BPS version upgrades if the names of
content/attachment databases contained special, non-Latin characters, e.g. 0, a.

e Fixed a bug that occurred when updating environments from version 2023, which
in some cases caused the update script to fail (7335). The problem was related to,
among other things, updating report view translations and a large number of
reports on dashboards.

6.2. Portal

e Fixed a bug that caused the Anomalies report (the Analysis node) to display
empty objects referring to already deleted or archived instances.

e Fixed a bug where selecting additional Form types in the configuration of a
dashboard-embedded report resulted in deleting its Calculated columns and
clearing the applied filters.

e Fixed a bug that prevented dashboards with the Application supervisor widget
from opening due to missing translations for the supervisor's name.

e Fixed a bug that occurred when searching within a Searchindex report containing
the Attachments system column in an en-GB application. In such cases, users
can now search for attachments in Portal by typing the text they contain.

e Fixed the saving of header names in the Quick paths column in reports. The
header name was not saved correctly if the report was added as a part of a
dashboard.

e Fixed a bug that blocked the display of translations for name and description of the
current workflow step. This issue occurred when the name or description was
inserted into the form field using a context variable. The fix adds support for
translations of context variables for names and descriptions of system fields
(Application, Workflow, Step, Process, Form type, Form subtype, Phase, and
Actor). The translation is now correctly retrieved based on the user’s selected
language in Portal.
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Fixed a bug in the Searchindex source report that prevented sorting of values in
its columns.

6.3. Form

Fixed a form error that occurred when filling in a Choice field (Autocomplete)
with the computer screen scaling set to 150% and the browser window zoomed to
125%.

Improved the display of the Yes/No choice column name in the Item list. After the
change, the name of this column is always centered.

Fixed a bug where after renaming an attachment and trying to add another
attachment with the same name as the first attachment before the change, a
message would appear stating that an attachment with the same name already
existed.

Fixed a bug that resulted in incorrect coloring of a Chart form field if the Use data
series color option was selected for the chart color in WEBCON BPS Designer
Studio and translations of the series names were added, and then the language in
Portal was switched to one of the translation languages.

Fixed an error that allowed attachments to be overwritten even when the Allow
attachment editing option was disabled in the workflow configuration.

6.4. Designer Studio

Fixed a bug where step names in emails were not displayed in the recipient's
language despite the corresponding configuration. The issue occurred when the
context variable referring to the workflow step name was used in the email title or
content.

Fixed a bug that prevented the generation of process documentation if the process
contained a Choice list that was previously configured as a Choice field (Popup
search window).

Fixed a bug that caused form fields to double after importing an application. This
occurred when the application was imported with a related process from a different
application, and the process was exported without its original application.

Fixed a bug that occurred when selecting a node with an empty name in the
selection tree which allows users to choose elements included in the application
export process. Now, in such cases, the system automatically assigns the node a
name corresponding to the type of element it refers to.

6.5. Actions

Fixed an error that prevented correct execution of an action (e.g. Replace item
list) created on the basis of an action of another type with configured filtering of
Data source values based on a Business rule.
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e Fixed an issue that prevented the opening of action configurations within a For
each operator. This error occurred when the operator’s collection was an Item list
that contained overlapping IDs for the list itself and one of its columns.

¢ Improved creation of the Unicode content and attachment databases from the
Installer. During the version upgrade, the corresponding columns of the
content/attachment database are now automatically updated. This allowed to
optimize the OCR Al recognition action so that the recognition of logos and non-
Latin characters on document no longer generates errors.

NOTE: if the size of the ATF_FRData column of the attachment database exceeds
3 GB, automatic database update is not possible. In this case, the Installer will
display a message informing the user that a manual update is required, with
instructions on how to proceed. For more information, see the article:
https://community.webcon.com/posts/post/manual-database-update-prerequisites-
and-procedure/515/3.

e Fixed a bug that occurred when executing the Generate/Update a Word file
action. The issue arose if the Download after file generation checkbox was
selected in the action configuration window, and the action was initiated through
the Menu button.

¢ Improved Global automations to save defaults for actions that do not require user
configuration (e.g. Send standard email, Finish editing a file using OneDrive).

¢ Improved the handling of translations for variables used in the Send custom email
action. Variables used in the message body were translated to the recipient's
language, now variables in the title will also be translated.

6.6. Rules

e Fixed an issue in the configuration of the Default value of a form field that
contained a Business rule with the DATA SOURCE VALUE function. The error
occurred after cloning such a form field.

6.7. Service

e Improved behavior of the WEBCON BPS Workflow Service in case
of HotMailBoxes failure. After the change, attachment files saved as a result of
such a malfunction are automatically deleted from the temporary files directory of
the service.

e Improved operation of HotMailBoxes in Start one workflow for each selected
attachment mode when processing certificate-signed emails with text
attachments.

WEBCON BPS 2024.1.1.217 10
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The DotNetZip component has been replaced with System.lO.Compression
in version 4.0.0 due to the vulnerability patches:
- CVE-2024-48510, CWE-22
https://security.snyk.io/vuln/SNYK-DOTNET-DOTNETZIP-8376680.
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3. Changes to existing features

3.1. Portal

e Changed the behavior of the Absence chart form field in case of an incorrectly
configured company organizational structure (e.qg. if the user is defined as their
own supervisor). In such a situation, an error message is displayed when trying to
load the Absence chart.
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4. Bug fixes

4.1. General

e Fixed a bug that prevented removing a newly created or cloned Report view if it
had not been saved yet. The bug occurred in both WEBCON BPS Designer Studio
and Portal.

4.2. Portal

e Fixed a bug that prevented saving the report after adding a new Calculated
column. The bug occurred when the column was used to specify the row coloring
conditions prior to its saving.

e Optimized the loading time of the Searching structures view for users that only
have access to individual workflow instances.

¢ Improved the display of Labels for a report view that is a Horizontal bar chart.

e Fixed a bug where the Absence chart report excluded day-offs in the next
calendar year, despite the applicable configuration.

e Fixed a bug that blocked the display of translations for name and description of the
current workflow step. This issue occurred when the name or description was
inserted into the form field using a context variable. The fix adds support for
translations of context variables for names and descriptions of system fields
(Application, Workflow, Step, Process, Form type, Form subtype, Phase, and
Actor). The translation is now correctly retrieved based on the user’s selected
language in Portal.

e Fixed an error that prevented exporting an application if one of its elements was a
Table report for which Quick paths were configured. The error was caused by the
presence of an invalid tag retrieving the path ID in the Quick paths configuration.

o Corrected the message displayed when the Instance numbers in the Dictionary
process are conflicting during application import.

e Improved filtering of column values in a report with the Searchindex source if
these values contained space and tab characters or 2 or more spaces next to each
other.

e Fixed an error in the document template report that occurred when the system
column, Attachment name, was deleted, preventing further editing of the report.
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4.3. Form

e Fixed an issue in the Calculated floating-point value Item list column that caused
the formula to divide by zero. The mechanism for detecting such operations has
been improved.

¢ Improved cache loading of TinyMCE plugins. This fixed a bug in the Multiple lines
of text form field that prevented it from being edited (and adding images to it).

¢ Limited the number of exceptions logged from Aspose to only those related to
fonts. The error caused an excessive number of entries in the Event Viewer
originating from Aspose (related to e.g. generating attachments or attachment
preview).

e Fixed an error that caused the checkout of an instance in the parent workflow to be
forcefully removed. The error occurred when going through a path in a
subworkflow.

e Improved text wrapping in tab names on the form.

e Fixed a bug that caused the form page to take a long time to load when using
the SET function to set the values of the Person or group form field and the
Choice field (in Popup search window and Autocomplete mode).

4.4. Designer Studio

e Fixed a bug that prevented editing the Business entity in the previously saved
configuration of the Start button. In addition, editing this button now results in an
asterisk icon next to its name.

e Fixed a bug that caused Private view columns in reports to be removed when
transferring the application using the Import-Export mechanism. The removed
columns were related to process form fields.

¢ In the Start a subworkflow (SQL) action, overwriting the instance author has
been improved so that it is the person specified by the BPS_ID, not the currently
logged-in user.

4.5. Actions

e Fixed a bug that allowed the Invoke SOAP Web service action configuration to be
saved with an incorrect WSDL address.

e Fixed an error of the Invoke REST Web service action. If multiple sub-collections
were added as part of a single collection in the value mapping, only the last one
was sent to the service.

WEBCON BPS 2024.1.1.187 7
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4.6. Rules

e Fixed a bug where an incorrect value was entered after selecting the Mark as
required or Mark as not required function for the Item list. The bug occurred in
the form rule editor operating in the JavaScript mode. Currently, an Item list ID
number is entered as a parameter of a function inserted into a form rule.

4.7. Add-In

e Fixed a bug that prevented users from logging in to Portal using the Word Classic
and Word Modern add-ins. The issue occurred for a Single-Use Access license
used in the WEBCONAPPS-Saa$S environment.

4.8. Service

e Improved operation of HotMailBoxes in Start one workflow for each selected
attachment mode when processing certificate-signed emails with text
attachments.

e Optimized sending of PUSH notifications for task counter updates to iOS mobile
devices.

e Optimized the number of entries added to the SOLR indexing queue for a workflow
instance when executing the Add privileges and Remove privileges actions.

e Fixed a bug where the phrases "%BodyContent%" and "%Content%" were placed
in the body of the e-mail together with the form field values corresponding to these
parameters in the HotMailBox configuration.

4.9. API & SDK

e Fixed an issue with the API endpoint, /api/data/{ver}/admin/groups.
It will no longer require additional permissions for the APl account. Each of the
required scopes will suffice to load all groups.

e Fixed an issue in an endpoint of the public API:
/api/data/{ver}/db/{dbld}/workflows/{wfldguid}/associatedFormTypes/{idguid}/admin
/privileges
The business entity will be correctly taken into account when assigning privileges
to the form type.
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Changes to existing features

2.1. Portal

e Added an expiry date check for the Working on behalf of substituted person
with full access substitution. If the expiry date has passed, the Substitute is
prompted that they do not have the privileges to perform operations for the
Replaced person.

e Changed the behavior of the Absence chart form field in case of an incorrectly
configured company organizational structure (e.g. if the user is defined as their
own supervisor). In such a situation, an error message is displayed when trying to
load the Absence chart.

2.2. Form

e Added a warning when attempting to save a process with a configured Google
Map form field if the Google API key is not specified in the Global parameters.

2.3. Designer Studio

¢ In the System fields -> Connected business entities node of the Variables
editor, a REGON variable ({COM_REGON]}, Polish State Statistical Number) has
been added to be used when creating Business rules.

= £ ig | 3]

Mame
(3 System fields -
Information
Assigned persons
(3) Connected business entities
Mame
Code
1D
TAXID
First line of full name
Second line of full name
First line of address
Second line of address
Third line of address
Description
Phone
Logo's URL
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2.4. Designer Desk

e A preloader icon animation has been added, which is displayed when a prototype
is published to WEBCON BPS Designer Studio, indicating that this operation is in
progress.

WEBCON BPS 2024.1.1.161 5



WEBCON’

3. Bug fixes

3.1. General

e Fixed an issue in the mechanism that waits for form operations to finish. The
mechanism is supposed to ensure that operations executed on the form in the
background (e.g. setting fields with rules) are executed correctly. The error caused
the mechanism to not work correctly if the fields were set to an invalid value (e.g. a
target choice field was set to an empty value) and would prevent path transition in
such cases.

e Corrected the message informing about the ongoing system upgrade in cloud
installations. Instead of the Maintenance mode page, users would see an error
500 page. The maintenance mode message is displayed during an ongoing
upgrade when WEBCON BPS Portal and database are temporarily in different
versions.

e Improved the creation of rule previews that appear in the documentation generated
for processes. Instead of correct variables, the rule diagrams contained only the
identifier of the given value/object.

e Fixed an issue with the tool used to validate ABBYY FineReader 12 installation.

e Improved parameter validation during WEBCON BPS installation using Service
Principal authentication (Microsoft Entra ID) to SQL Server.

3.2. Portal

o Restored the ability to take over tasks from people who are not direct reports of the
user (e.g. subordinates of subordinates).

e Improved filtering of column values for a report based on a Searchindex source
when the source contained similar values that differed only in case size.

e Fixed a bug that prevented a report from being displayed and its configuration from
being changed if incorrect grouping settings were entered in the Private view of
that report.

e Improved the efficiency of the Analytics module. Increased the speed of
generating element aggregates.

e Fixed a bug that prevented going through a path when a user with an assigned
task was to receive an associated PUSH notification.

e Improved sorting of My tasks by Days in step.

e Fixed a bug that prevented editing a report view with misconfigured row coloring.
The error was also present in WEBCON BPS Designer Studio.
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Fixed a bug in the Absence chart if its configuration used a data source based on
the Vacations history or Days off template where dates were expressed as
decimal values.

3.3. Form

Fixed an issue that caused only one of many selected attachments to be added to
a workflow instance. The error occurred if the workflow instance already had an
attachment with the same name as one of the files to be added.

Fixed a bug due to which the data in the Data table form field did not change
dynamically based on the respective rule after selecting value in a different form
field.

3.4. Designer Studio

Fixed a bug that prevented the generation of documentation for the process
configured with a form field that retrieves data from the Users and groups source
with value filtering set.

Fixed a bug that prevented erroneous emails from being removed from the queue
in the Email sending report in WEBCON BPS Designer Studio.

Fixed a bug that resulted in an unintended alteration to an SQL query after it was
saved in the Expression editor. The error occurred if the tag used in the query
contained a newline character in its display name.

Fixed an application import error when the operation required transferring
privileges between environments.

Added info about the BPS_ID to logs concerning the user's profile picture
synchronization.

Fixed a bug that prevented BPS user list synchronization with Azure Active
Directory from being configured if the extension attributes in the Columns
mapping column had an underscore "_" in their name.

Fixed an issue related to user synchronization. Incremental synchronization was
launched only for one content database — this could result in missing privileges
even though the synchronization was successful.

The error message that appears when a task is not assigned to a person has been
enhanced to include the name and ID of the path for which the error occurred.

3.5. Actions

Fixed a bug in the Invoke SOAP Web service action that returned the phrase
"System.Byte[]" instead of Base64 format values when mapping values returned by
the Web service to Item list columns. The values mapped from the form fields to
the byte[] request field as a result of the action are now also in Base64 format.
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e Fixed a bug that resulted in doubling the execution of the SQL procedure in the
course of the Change value of single field action. The implemented fix
prevents queries utilizing SQL connections from sending excessive query to
database.

e Fixed a bug that prevented the OCR Al recognition action from executing
correctly if a form field (e.g. Choice field) whose values were retrieved from the
REST Web Service data source was among the mapped fields.

e Fixed a bug that prevented changing the Priority in the Teach OCR Al action
configuration in WEBCON BPS Designer Studio.

e Fixed a bug where, after archiving an instance using the Archive workflow
instances action, the instance still appeared in the Recent activities section of
Portal. The bug was caused by incorrect queuing of operations in the archiving
process.

3.6. Rules

e Improved the handling of queries in the SQL COMMAND rule. An error occurred
when loading columns.

e Fixed an error caused by using SQL COMMAND and DATA SOURCE
VALUE functions when configuring the visibility of form fields. The error occurred
when attempting to send an email whose body contained variables that referenced
these fields.

3.7. Data sources

e Fixed a bug that prevented the creation of a data source based on a REST Web
Service connection, where the defined authentication type was Salesforce.

e Fixed a bug that prevented connection to the Oracle database after updating to the
2024 system version. The fix involved removing the Windows integrated
authentication checkbox from the Oracle database connection configuration
window.

¢ Improved filtering of Data source values based on a condition, so that the
configuration of the Data source itself (e.g., limiting the value to a selected
process) is also taken into account.

3.8. Service

e Improved performance of the database cleanup module for environments where
full user synchronization has never been performed.

e Added the "User-Agent" header to queries used by the service to download
currency exchange rates from the NBP (National Bank of Poland). Queries without
this header could result in a 403 error.

WEBCON BPS 2024.1.1.161 8
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e A protective measure was added to ensure that the WebCon WorkFlow Service
is not stopped when attempting to read a barcode from a PDF document
containing pages with invalid sizes.
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

The dompurify component has been updated to version 3.1.6 due to the
vulnerability patches:

- CVE-2024-45801, CWE-1321
https://security.snyk.io/vuln/SNYK-JS-DOMPURIFY-7984421.

e The path-to-regexp component has been updated to version 6.3.0 due to the
vulnerability patches:
- CVE-2024-45801, CWE-1321
https://security.snyk.io/vuln/SNYK-JS-PATHTOREGEXP-7925106.

e The System.Text.Json component has been updated to version 8.0.5 due to the
vulnerability patches:
- CVE-2024-43485, CWE-407
https://security.snyk.io/vuln/SNYK-DOTNET-SYSTEMTEXTJSON-8168848.

e The System.Runtime.Caching component has been updated to version 8.0.1 due
to the vulnerability patches:
- CVE-2024-43483, CWE-407
https://security.snyk.io/vuln/SNYK-DOTNET-SYSTEMRUNTIMECACHING-
8168846.
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3. Changes to existing features

3.1. Portal

e Added a warning to the BPS Portal console and Event Viewer that appears when
attempting to view a file with unavailable fonts in Portal.
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4. Bug fixes

4.1. General

e Fixed an issue with the installer that occurred when updating from version 2023 to
2024. Increased the size limit for Rules when saving, and removed the time limit
for queries in this migration script. Error logging has also been improved.

e Fixed an issue with logging into Portal when a prefix was defined in the address
(running address). The problem was caused by the forward slash being placed
incorrectly, therefore the address was not built correctly.

4.2. Portal

e Fixed a bug that occurred when attempting to add a large attachment file (600
MB). The bug caused a timeout at the end of the file upload, which was divided
into chunks.

e Fixed a bug that caused the removal of additional filters in the configuration
of Report Tile. The bug occurred after saving an unmodified dataset configuration.

e Fixed a bug that prevented the correct loading of Archive data in Searching
structures after disabling the previously set sorting.

4.3. Form

e Fixed a bug where using a Form rule with DELETE ALL ROWS function would
unintentionally focus on the "Add" button of the Item list.

4.4. Designer Studio

e Fixed an issue that occurred during application import. The error occurred while
saving the import history.

4.5. Actions

e Fixed a bug where, after archiving an instance using the Archive workflow
instances action, the instance still appeared in the Recent activities section of
Portal. The bug was caused by incorrect queuing of operations in the archiving
process.

e Improved creation of a content database and Unicode attachments from the
Installer to streamline the OCR Al recognition action.

e Fixed an issue with setting values in Choice fields in Dropdown mode and
Choice trees via the Change value of single field action. The action would not
work if the form field was in read-only mode.

The values of these form fields will be loaded regardless of their editability, as long
as the form is in edit mode.
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¢ The Generate/Update a Word file action has been enhanced so that the text
generated based on the form fields and rules in the template contains only
characters that will not cause changes to the text layout and will display correctly in
the header, footer, and main area of the document print preview.

e Fixed a bug where the HTML template displayed a value different from the one
provided in the form. This issue occurred in templates generated by the Generate
an HTML printout action in Polish and affected the summation of numerical
values.

e Fixed a bug that caused the instance History logs to contain duplicate information
about the processed attachments when executing the Generate/Update a Word
file action. After the change, one log entry is added for each attachment in this
case.

4.6. Rules

e Fixed a bug that prevented the correct execution of the Send custom email action
if a Business rule with a configured Parameter was used in the message body.

e Fixed a bug where adding, removing, or cloning an Item list row did not refresh the
configured rules for managing form field requiredness.

4.7. Service

e Improved handling of the attachment indexing queue in SOLR. Items will now be
removed from the queue if they are no longer available at the time of processing.

4.8. API & SDK

e Fixed a bug that occurred when attempting to retrieve data through the OData
protocol. The issue arose when the process included configured performance
indicators.

e Fixed an SDK library bug that occurred when using ConfigEditableGrid and
ConfigEditableltemList form fields in a group if the configuration window was not
displayed in WEBCON BPS Designer Studio.
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The System.Security.Cryptography.Pkcs component has been updated to version
7.0.3 due to the vulnerability patches:
- CVE-2024-38095, CWE-20
https://security.snyk.io/vuln/SNYK-DOTNET-SYSTEMFORMATSASN1-
7443633.

e The MimeKit component has been updated to version 4.7.1 due to the vulnerability
patches:

- CVE-2024-29857
https://www.cve.org/CVERecord?id=CVE-2024-29857

- CWE-770
https://cwe.mitre.org/data/definitions/770.html.

e The following components have been updated:
- Azure.ldentity to version 1.11.4,
- Microsoft.ldentity.Client to version 4.61.3
due to the vulnerability patches:

- CVE-2024-35255
https://www.cve.org/CVERecord?id=CVE-2024-35255
- CWE-362
https://cwe.mitre.org/data/definitions/362.html.
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3. Changes to existing features

3.1. General

e Changed the handling of prohibited special characters in addresses used in OData
endpoints. Currently, those characters are replaced with an underscore ().

3.2. Portal

e Added a warning to the console and Event Viewer that appears when attempting
to view a file with unavailable fonts in Portal.

3.3. Actions

¢ Modified the behavior of the actions Add a barcode and Print a barcode label
with respect to the 1D codes. Currently, when the number of instances in the
system approaches 10 million, the Event Viewer tool and the instance History
display a warning about reaching the limit for generating 1D codes and indicate the
need to switch to 2D codes. If the limit is exceeded, the execution of the
aforementioned actions will result in an error. It is then necessary to select the 2D
option in the configuration to perform a path transition if the Linear (1D) option is
selected. Alternatively, if both Linear (1D) and 2D option is selected, the action will
be stopped, but the path transition will still be possible.

e Changed the behavior of the Add attachment action. Now, the action allows path
transition even when a user does not add an attachment.
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4. New features

4.1. Service

¢ Implemented a mechanism to cancel long-running path transitions executed by the
service. Currently, if the time limit specified in the Service operations timeout in
seconds field (found in the Configuration tab of the service settings window) is
exceeded, the path transition executed by the service is canceled. This operation
also results in the cancellation of any actions that have been executed on the path

or were scheduled to be executed.
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5. Bug fixes

5.1. General

Improved the SQL query that triggered a timeout during the execution of migration
scripts while updating the WEBCON BPS platform.

5.2. Portal

Fixed a bug that prevented an instance from being found in the SOLR report. The
issue occurred when the instance was accessible to a group with an "&" character
in its name.

Fixed a bug that prevented the correct display of the Absence chart when its data
applied to more than one person, such as when the default filter Me and my
subordinates was selected.

Improved filtering of Report items (configured based on Searchindex source)
using the predefined filter All where | participated or created by me.

Fixed an error that occurred when opening the instance History in a language that
uses the minus sign (U+2212) as a prefix for negative numbers instead of the
regular hyphen-minus (U+002D). This applies to languages such as Swedish,
Finnish, Croatian, Norwegian, and Lithuanian.

Improved filtering of Report items by Person or group form field. When a person
is selected from the list in the filter configuration, sorting will be automatically
enabled. Person list will be displayed and sorted correctly also when multiple users
are selected/unselected.

5.3. Form

Fixed a bug due to which the data in the Data table form field did not change
dynamically based on the respective rule after selecting value in a different form
field.

Restored the ability to use HTML elements in calculated columns on Item lists.

5.4. Designer Studio

Fixed a bug where no asterisk character was displayed next to the Main form item
in the selection tree after a modification was made in the Field matrix. The bug
occurred when a step column was dragged to the right and the moved step had
been preceded by at least two Workflow control steps.

Fixed a bug that occurred during the import of an application. The bug appeared
when the checkboxes Business entity named [...] already exists on the target
environment. Do you want to overwrite its privilege settings? and Do you
want to overwrite security settings? were selected.
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e Fixed a bug that occurred when importing an application from the DEV
environment to the TEST environment. The bug appeared if the translation of the
form field name contained only a space character.

5.5. Actions

e Corrected the error message for the Add/Remove multiple users to BPS group
action when an invalid BPS ID is specified.

e Fixed a bug that caused the execution of a global automation, which set an output
parameter, to obstruct the setting or transfer of subsequent variables or
parameters in a process automation where that global automation was used.

e Fixed incorrect behavior of the Invoke REST Web service action. Previously,
when this action modified values in the Choice field, Choice field (picker), and
Autocomplete columns, the changes were saved unvalidated in the content
database. Now, these values are saved in the validated form whenever possible.

e Fixed a bug that occurred during the configuration of the Generate an Excel file
action. The issue arose when the GUID identifier of the document template started
with the "def" prefix and the template was dynamically calculated.

e Fixed a bug that occurred after cloning a workflow containing an automation with
the FOR EACH operator. The bug appeared when attempting to open the
configuration window of the cloned automation.

e Fixed a bug that occurred when attempting to delete a non-existing meeting
through the Exchange events action. Currently, when trying to delete such a
meeting through the aforementioned action embedded On entry or On path, the
message "Meeting does not exist" is displayed in the instance History.

e Fixed a bug that prevented the insertion of values recognized through the OCR Al
recognition action into the E-mail form field, as well as global form fields like
Single line of text, Choice field, and Date and time.

5.6. Rules

¢ Fixed the incorrect sending of parameter values used in asynchronous form rules
to business rules. Previously, sending a date through a parameter resulted in an
error when attempting to use that parameter in operations requiring a date.
Additionally, fixed the conversion of data types in asynchronous form rules
containing the functions SET and SUBSTRING so that the received data types can
be used correctly in business rules.

5.7. Data sources

e Fixed a bug that caused the Report Tile filter value to load incorrectly. The bug
occurred when the tile's data source contained calculated columns with IDs that
were not in sequential order (e.g. 1, 3, 4).
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e Fixed a bug that occurred when attempting to save the default Users and groups
data source. The bug appeared when a user profile with read-only privileges to the
data base was used in a given environment.

5.8. Service

¢ Reduced memory consumption of WEBCON BPS Workflow Service when
synchronizing users with Active Directory.

e The checkbox Interrupt synchronization on any Active Directory error has
been added to the configuration for synchronization with the Active Directory
service. This checkbox cancels the entire synchronization if an error related to the
connection or data retrieval from AD occurs in any Organizational Unit. As a result,
when an error occurs and synchronization is halted, all changes made during the
process are reversed, and the system is restored to its state prior to the
synchronization.

e Fixed an incorrect metrics configuration for the Prometheus exporter in the service.
The issue stemmed from a missing dedicated Uri field, which hindered the
operation of the metrics endpoint.

e The configuration of the WEBCON Workflow Service has been corrected, as a
result of which errors could occur when running SDK plugins, including "Could not
load file or assembly 'System.Collections, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a’' or one of its dependencies. The system
cannot find the file specified.”

e Improved retrieval of plain text email content based on the %BodyContent%
variable in the HotMailBox configuration.
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled "Changes to existing features”, please
verify whether the changes will impact your implemented system in any way.
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2. Security fixes

2.1. Updated components

e The System.Text.Json component has been updated to version 8.0.4 due to the
vulnerability patch:
CVE-2024-30105, CWE-400 — https://security.snyk.io/vuln/SNYK-DOTNET-
SYSTEMTEXTJSON-7433719
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3. Information

3.1. General

e Changes introduced in this version will break the compatibility of the Export-Import
mechanism. Exported process packages created in versions 2024.1.1.48 and older
cannot be imported to the newest system version. In order for an import to be
possible, update the environment to the newest version and export the processes
again.

3.2. Add-In

e As per the “Platform compatibility roadmap”, the Outlook Classic plugin will only
work on the 64-bit version of Outlook.
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4. Changes to existing features

4.1. General

e When updating to Solr 9, if the option to skip the export of user activity was
chosen, the installer will not attempt to export the user activities in during future
updates. Skipping the export is noted in the AdminDBScriptinfos table.

4.2. Portal

e Changed the approach to the type of response returned when entering Portal
operating in the maintenance mode. Currently, in such cases, the 503 code is
returned for all the endpoints whose address begins with the “/api/” prefix. For
other endpoints, the page informing about active maintenance mode is displayed.

4.3. Form

¢ Changed the naming convention for image files when pasting them into the
Attachments section. If a file that already exists in the system is pasted within this
section, its system name is preserved. However, when a user pastes a screenshot,
the file name is defined by the currently opened internet browser. Additionally, if a
user attaches a file with a name that has already been added to the section, a
sequence number in parentheses is added to its name.

e Changed the approach to recalculating values in the Item list form field. Currently,
recalculation is not performed when values are changed in the cells of a column
that has been configured as invisible in the Field matrix.

e Changed the moment when the Update item list values action sets the value of
target fields dependent on Choice columns. Currently, after setting the value in a
Choice column, this value is immediately copied into the target field and then
potentially replaced by the aforementioned action.

e Changed the behavior of the Choice field when operating in Autocomplete mode.
Now, after expanding the dropdown associated with the form field, the focus is
automatically set to the input.

4.4. Designer Studio

e Changed the approach to the presentation of numerical values after pressing the
Test button that verifies whether an SQL query is correct. Currently, the numerical
data is displayed with all trailing zero digits of a given number (previously, those
zero digits were omitted).

¢ In the Al Analysis Report configuration, the meaning of an empty value in the
Range start parameter was changed.
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¢ Set Al analysis queue item properties X
Priority: 52
Frocess: [ A v

Handle processes simultaneausly
Range start: -

Range end: -

| < Save | | 83 Cancel

Until now, an empty Range start was treated as the current date minus one year.

After this change, an empty Range start will be treated as the creation date of the

process.

An empty Range end will still be treated as the current date.

e If an error occurs when parsing Form rules, the error log available in
Administration tools will contain the name and ID of the form rule that failed.
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5.1. Preview of Excel files

WEBCON’

Added an option to preview Microsoft Excel files that are attached to a form (also in the
mobile app), in History and Template reports.

The option can be configured in the Main form Properties in WEBCON BPS Designer

Studio.

(1) Getting started
@ 8 Luminaries =
[E] Luminaries
G, Offer

2 Save & publish process

=] Global form template Field matrix

& Z WEBCON Business Process Suite - Designer Studio
Tasks Appearance
Applications A | t'
Ications i 4 =
88 Luminaries * | New - pp (Luminaries - Main farm =)

(£ Behavior

PRODUCTION CL)

(@ &, Registration of luminaries =
@ 2 Workflows =
(® ¥ Luminaries *

Full screen mode

—

Path panel location:
Floating at the bottom of the

=
ﬁ. Applications

+ Properties

Form type filter:
| Compact form = =i L -
(E) Form fields 4 ("] Product details Task details
Canfiguration ~ System areas f:oe] Product famity
Presentation G et
& Business entity \gl Serial number
3] Attachment ALL ATTACHMENTS
~ Form properties i
4 "] Technical data ATTACHMENTS EMAIL CONVERSATIONS
Fuim e 5 Luminaie type
[ 30/70 v = mm. Name:
[ Power supply. L. Created:
Edit mode: = ‘
= " [ shape and di
ZidrEule Comments

= Power
5 comrelated col...
5 Luminaire color

9 Glare factor

¥ E-mail conversation tab
¥ Add and delete
 Editfile

Open in new vindow

[ _Preview Excelfes 25 POF ]
Shortcuts Mode:
[ No shorteuts v

Attachments Sorting Order:
[£3 Default v

<] 9 Luminaire
Data sources N

Ds

System settings

1] Piuain packages

Related attachments: | 3¢ v

Finished

Attachment preview

If checked, spreadsheets can be displayed as .pdf files directly in Portal.

SecurityReport_20240724 xlsx

CVE / CWE;Detection date;Severity;Status;Versions with the fix

CVE-2024-38095 CWE-20;2024-07-22;Medium;Open;

CVE-2024-30105 CWE-400;2024-07-22;High;0pen;

CVE-2024-37890 CWE-400;2024-06-24;High;Open;

CVE-2024-35255 CWE-362;2024-06-19;Medium;Resolved;2024.1.1.48 2023.1.3.231
CVE-2024-35255 CWE-362;2024-06-17;Medium;Resolved;2024.1.1.48 2023.1.3.231
CVE-2024-3067 CWE-1333;2024-05-20;High;Resolved;2024.1.1.48

CVE-2024-32028 CWE-212;2024-04-30;Medium;Resolved;2024.1.1.48
CVE-2024-32028 CWE-212;2024-04-30;Medium;Resolved;2024.1.1.48
CVE-2024-29992 CWE-522;2024-04-30;Medium;Resolved;2023.1.3.231 2024.1.1.48
CWE-1336;2024-04-19;Medium;Resolved;2023.1.3.169 2024.1.1.48

Close

The option is unchecked by default. In this case, clicking the Excel file in Portal will

download it to the local disk as before.
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5.2. Designer Studio

e In the case of the Entra ID (AAD) service, added the possibility of synchronizing
Member-type users whose UPN identifier includes the phrase "#EXT#". In such
cases, the user's main e-mail address is utilized as the BPS ID. Additionally, for all
synchronization types, the system now skips users whose BPS ID contains the "#"
character.

5.3. Actions

¢ In the Add attachment action configuration, a button was added next to the
category selection used to refresh and load categories defined in the Attachment
details node of a process.

5.4. Service

¢ Implemented a mechanism to cancel long-running path transitions executed by the
service. Currently, if the time limit specified in the Service operations timeout in
seconds field (found in the Configuration tab of the service settings window) is
exceeded, the path transition executed by the service is canceled. This operation
also results in the cancellation of any actions that have been executed on the path
or were scheduled to be executed.

5.5. Designer Desk

e Added the new option Encode dangerous HTML tags which allows users to
specify whether dangerous HTML tags are to be deleted or are permitted. The new
option is available and selected by default for the form fields Data row and Data
table whose Advanced configuration now includes respective column with
checkboxes. Additionally, the option is available for the Item list columns Data
row and Calculated text value in the form of respective checkbox in their
Advanced configuration which selected by default.

NOTE: after updating the existing installations to the newest version, the Encode
dangerous HTML tags option is by default selected for all columns of the Data row
and Data table form fields. For the Item list columns Data row and Calculated text
values, the respective checkbox remains unchecked after updating the installation
to the newest version.
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6. Bug fixes

6.1. General

e Changed the execution condition for the script that alters report configuration
during the platform update to the 2021 version. Previously, the script was executed
unnecessarily when updating the content database from version 2021.1.4.9 or
higher to the 2022 version.

6.2. Portal

¢ Improved the width scaling of the attachment preview section, so that attached e-
mail previews correctly show larger images placed in the e-mail content.

e Optimized search for users whose data is no longer available in the system but
who have been assigned tasks. In this case, once the form is accessed, such
users will be searched by Bpsld.

e Fixed a bug that caused a message informing on the possibility to force a workflow
instance check out to be displayed every 10 seconds. After the change, this
message is displayed 10 minutes after another user releases workflow instance
check out.

e Fixed a bug that occurred for reports with the Searchindex (SOLR) source set
when searching for report items from a defined range and one of the range values
was not specified.

e Fixed a bug that prevented a Portal page from refreshing in Firefox. The bug
occurred when the page was inactive, meaning the user was operating within a
different application at the time.

¢ Improved logging of report information in the .json file from the executed
Diagnostic session by including SQL parameters.

e OpenTelemetry packages have been updated to the latest versions so that
metrics are now exported in the correct format.

e Fixed an issue with filtering on Reports when the data is filtered according to
users. Sorting will be automatically enabled after selecting a person. After selecting
multiple people and deselecting them, they will not be displayed in an incorrect
order, multiple times, or falsely selected.

e Fixed a bug that caused discrepancies between the values shown in the Absence
chart form field within an instance and the corresponding report in the Portal. Due
to the bug, absences occurring at the turn of the month were not visible in the form
field.

e Fixed the incorrect alignment of numerical values to the right side of the column in
a tabular report. The bug occurred when the user selected a checkbox in the
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Action menu within the Views tab of the report configuration for the column
containing numerical values.

Improved the efficiency of the Analytics module. Increased the speed of generating
element aggregates.

6.3. Form

Fixed a bug causing incorrect behavior of paths returning to the previous step. Due
to the bug, the path with the value Back to the previous step selected in the
Destination step field transferred users to the start step.

Fixed a bug that occurred when attempting to display a report whose Attachments
column included file names containing the semicolon character.

Corrected the behavior of the Item list when changing the default value in one of
its cells, which caused the entire list to be updated instead of the specified
dependent fields.

6.4. Designer Studio

Improved saving of translations of newly created Message templates.

Fixed a bug that displayed a blank message when importing elements from an
Excel sheet took too long. Now, an error message is shown when the allowed
import time is exceeded.

Fixed a bug that occurred when importing dictionary templates from .zip file into
production environment.

Fixed a bug that prevented the transfer of filter values between environments using
the export/import mechanism. The bug was caused by the incorrect saving of filter
configurations, where tags were omitted.

Fixed an error that occurred after entering incorrect data in the Active Directory
Actions Configuration node.

Fixed a bug that resulted in the incorrect transfer of the Multiple lines of text field
value by the Start a subworkflow and Change value of single field actions. The
bug occurred when the form field configuration had both compatibility mode and
Append mode enabled.

6.5. Actions

Fixed a bug where the Generate/Update Word file action incorrectly referenced
the SQL query, even when the SQL query option was not selected in the action
configuration.
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e Fixed a bug due to which as a result of the Add a text layer action the number of
consumed pages available for text recognition under the FIneReader 11 license
was larger than the actual one.

e Fixed a bug causing deletion of Item list rows that were hidden on the form in
Acceptance mode.

e Improved the performance of the Add a text layer action by modifying the default
parameters for creating a text layer engine and aligning them with ABBYY
documentation.

e Fixed a bug that caused incorrect retrieval of connection parameters when
editing/viewing a file that was checked out in OneDrive through the Start editing a
file using OneDrive action.

¢ Modified the behavior of the rule that processes the received value in the Invoke
REST Web Service action. When the input value was empty and the Date type
was selected for the rule, inserting the value into the date form field resulted in an
error. The value of the field will now clear in such a case.
Similarly, the behavior of the rule for the Floating-point number type has been
changed. Instead of setting the value to "0," the value of the form field will clear.

6.6. Rules

e Fixed a bug that prevented utilization of values returned by the MIN and MAX
functions in comparison rules. As a result, in the case of dates, the values
returned by the aforementioned functions were of string type, which prevented their
comparison with the values retrieved directly from form fields. Now, the MIN and
MAX functions return values of specific type.

e Fixed a bug where a business rule defined within the Validate form action only
operated correctly on the second attempt to transition a path.

6.7. Data sources

e Improved the warning message content that appears when loading a WSDL in the
configuration of a SOAP Web Service data source. The warning should never be
empty.

e Fixed an issue with the mechanism for changing any SQL connection to SQL
ADServicePrincipal through the public API. Due to this bug, the system used
incorrect credentials (User and Password instead of Client Id and Client Secret)
when changing the connection.

6.8. Service

e Fixed a bug that occurred during the execution of a query containing the
Get_WIth_Body request in the course of a cyclical action.

WEBCON BPS 2024.1.1.88 12



WEBCON’

e Fixed a bug where the service did not activate the OCR Al role after service hours.
In order to do this, the fix streamlines the activation of modules that register a
missing connection to the service with the License service role after service
hours.

6.9. APl & SDK

e Fixed an issue in the SDK, that prevented the configuration from being updated if
the group contained a grid.

e Fixed the issue with updating SDK packages containing files for Portal and service
environments. Now, files that do not exist in a package are correctly removed,
regardless of the environment.

e Fixed a bug that occurred when changing the SQL connection type, where
properties not required by the target connection type were being validated.
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1. Before upgrading WEBCON BPS

1.1. Important information

e If the changelog contains a section titled “Changes to existing features”,
please verify whether the changes will impact your implemented system in
any way.

e The .NET 6.0 framework has been updated to .NET 8.0. As a result, starting
with the 2024 R1 release, it is necessary to have the .NET 8.0 platform and
the appropriate hosting bundle for the successful installation of WEBCON
BPS.

e Aswas announced, starting with version 2024 R1, the minimum version of
the SQL server is SQL Server 2016. The databases used by WEBCON BPS will
have their compatibility level set to 110.

The installer will check the SQL server version during the update.

e Inversion 2024 R1, the approach to distributing the Microsoft Edge
WebView2 runtime environment necessary to run Designer Studio and
Outlook Classic Add-In has been changed. Until now, the environment was
distributed as installation packages for both components. It will now require
the Microsoft Edge WebView2 runtime environment to be installed, with its
minimum version of 105.0.1343.22.

In the overwhelming majority of cases, the Microsoft Edge

WebView?2 runtime environment comes with the operating system.
Nonetheless, the availability of Microsoft Edge WebView2 depends on the
operating system and its configuration. If WebView?2 is not available on
computers that will run Designer Studio and Outlook Classic, the installation
package can be found here: https://developer.microsoft.com/en-
us/microsoft-edge/webview2eform=MA13LH#download

e Fixed a bug that prevented the Date and time form field value from being
set correctly using the Invoke REST Web Service and Change value of single
field actions. The bug was caused by incorrect date formatting in Business
rules.

In addition, in the configuration of the Invoke REST Web Service action,
when Mapping response values, the Type column is used to convert the
returned value before the Business rule is executed. It is therefore important
to ensure that the value mapping type is set correctly. This is particularly
important if the value mapping type is set using a Business rule, or if the type
specified in the .json file does not match the form field type.

e Itis now mandatory to encrypt communication between SQL server and
Portal and WorkFlow Service. The SQL Server certificate will be verified when
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establishing the connection. This change was implemented to ensure the
highest level of installation security.

Therefore, it is recommended to use frusted certificates installed on the SQL
server. In the event that a trusted certificate is not installed on the SQL
server or if the certificate is of the "self-signed" type, users will be prompted
to confirm whether they wish to trust the server certificate when
components and Portal are upgraded to the latest version of the system.

Connection error

A connection was successfully established with the server, but then an emor occumred during the login process.
{provider: SSL Provider, emor: 0 - The certificate chain was issued by an authority that is not trusted.)

Encryption was enabled on this connection. review your SSL and certificate configuration for the
target SQL Server. or enable "Trust server certificate’ in the connection dialog.

Note: A self-signed certificate offers only limited protection and is not a recommended practice for
production environments. Do you want to enable "Trust server certificate’ on this connection and
retry?

Gose

Selecting "Enable Trust server certificate" will establish a connection to SQL
server with the "self-signed" certificate installed and add the
TrustServerCertificate=true flag in the connection string section of the
appsettings configuration file of Portal and Workflow Service components,
so that any subsequent connection to the SQL server will also trust the server
certificate.

Selecting "Close" will reject the connection to SQL Server. In this case,
establishing a connection to Portal will require additional SQL Server
configuration and the installation of a trusted certificate.

e Updated the SOLR Search Server component to version 9.6.
Updating Search Server will cause all Searchindex data to be deleted.
During the update, a full reindexing of the database will be queued in the
SOLR indexing queue to replace the removed data. Depending on the size
of the database, this full reindexing may take from several minutes to
several hours. When the indexing is underway, users may still use the system
normally, with the exception of reports that use Searchindex as their data
source - such reports may contain incomplete data before the data is
reindexed.

Because it is not possible to reindex data regarding user activities and
recently viewed areas, a backup copy of this data will be created during
the update. The backup copy will be restored in the installer, after the SOLR
Search Server component is updated. The backup contains data from the
last 30 days.

WEBON has also made the SolrActivitiesMigrationCli tool available which
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can be used to create and restore a backup copy separately from the
update process.

e Starting with version 2024 R1, the required component to be installed on the
server running SOLR is Java 11 or later (the recommended distribution is
OpenlDK).

This component will be installed as part of a standard system update in the
C:\Program Files\Java\jdk-22.0.1 folder.

It is permissible to install the Java component independently, outside the
standard WEBCON BPS installation. In this case, it is necessary to set the
environment variable JAVA_HOME with the path to the directory where the
Java component is installed.

1.2. General

e Word document templates created with the add-in from version 2017.1 will
no longer be supported. Before upgrading the system, the templates used
in the Generate/Update a Word file actions should be replaced with
templates created with the latest version of the Word Modern add-in.

e The RemoveDiactrics database function has been removed.

¢ Removed unused SQL function GetUserComment.

1.3. APl & SDK

e Changed the method of license control when using SDK extensions.
The change applies to perpetual license environments where SDK
extensions are actively used. Currently, the license that allows the use of
SDK extensions is verified before the plugin is run. Before upgrading the
system, it is recommended to verify the availability of the WEBCON BPS SDK
Framework license in the environment. A list of current licenses is available
in Designer Studio under Reports ) Licenses ) License usage.

Regardless of the availability of the WEBCON BPS SDK Framework license,
SDK extensions created by authorized WEBCON partners, who have signed
the extensions with their key previously provided to WEBCON, can be run on
the environment.

For environments running under a subscription-based licensing model, no
action is required — the WEBCON BPS SDK Framework is licensed by default
under this model.

The SDK plugins can also be used freely in time-limited environments (demo
license) and in installations based on the Freemium version.
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2. Security fixes

2.1. API & SDK

In REST API versions 4.0, 5.0, and beta, operations that add, edit, and
remove attachments will now have additional protection against
unauthorized checkout of instances by users that do not have privileges for
such an operation.
This issue occurred only when the REST APl was called in the context of an
application that had the parameter forceCheckout=1.
This fix ensures that:

- admin privileges will be verified before the checkout operation,

- connections in the context of the user will require the scope:
User.Elements.Admin.All lub User.Elements.Admin.<ProcGuid>,

- it will no longer be possible to force checkout in the context of an
application with impersonation enabled.

In the REST API beta version, all operations that force checkout
(forceCheckout=1) and connect in the context of the application, will now
have an additional scope privilege verification App.Elements.Admin.All.

2.2. Updated components

The System.ldentityModel.Tokens.Jwt component has been updated to
version 6.35.0 due to the vulnerability patch:

CVSS - https://security.snyk.io/vuln/SNYK-DOTNET-
SYSTEMIDENTITYMODELTOKENSJWT-6148655.

The following components have been updated:
- react-native to version 0.73.2,
- expo to version 50.0.4,
- react-native-blob-util to version 0.19.6,
due to a vulnerability patch:
CWE-772 — https://security.snyk.io/vuln/SNYK-JS-INFLIGHT-6095116.

The following components have been updated:
- @fluentui/react to version 8.115.3,
- @progress/kendo-licensing to version 1.3.5,
- @xmldom/xmidom to version 0.8.10,
- core-js to version 3.35.1,
- office-addin-dev-certs to version 1.12.1,
- react-hot-loader to version 4.13.1,
- uuis to version 9.0.1,
- json5 to version 1.0.2,
- semver to version 5.7.2,
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- url to version 0.11.3,

due to vulnerability patches:
- CVE-2022-23540, CWE-287
https://security.snyk.io/vuln/SNYK-JS-JSONWEBTOKEN-3180022 CVE-2022-
23541
- CWE-1259
https://security.snyk.io/vuln/SNYK-JS-JSONWEBTOKEN-3180024
- CVE-2022-23539, CWE-327
https://security.snyk.io/vuln/SNYK-JS-JSONWEBTOKEN-3180026
- CVE-2022-37616, CWE-1321
https://security.snyk.io/vuln/SNYK-JS-XMLDOMXMLDOM-3042243
- CVE-2022-39353, CWE-20
https://security.snyk.io/vuln/SNYK-JS-XMLDOMXMLDOM-3092934
- CVE-2023-45133, CWE-184
https://security.snyk.io/vuln/SNYK-JS-BABELTRAVERSE-5962462
- CVE-2023-26159, CWE-20 — https://security.snyk.io/vuln/SNYK-JS-
FOLLOWREDIRECTS-6141137
- CWE-772
https://security.snyk.io/vuln/SNYK-JS-INFLIGHT-6095116
- CVE-2022-46175 CWE-1321
https://security.snyk.io/vuln/SNYK-JS-JSON5-3182856
- CVE-2022-37599, CWE-1333
https://security.snyk.io/vuln/SNYK-JS-LOADERUTILS-3042992
- CVE-2022-37601, CWE-1321
https://security.snyk.io/vuln/SNYK-JS-LOADERUTILS-3043105
- CVE-2022-37603, CWE-1333
https://security.snyk.io/vuln/SNYK-JS-LOADERUTILS-3105943
- CVE-2022-3517, CWE-1333
https://security.snyk.io/vuln/SNYK-JS-MINIMATCH-3050818
- CVE-2023-44270 CWE-20
https://security.snyk.io/vuln/SNYK-JS-POSTCSS-5926692
- CVE-2022-25883, CWE-1333
https://security.snyk.io/vuln/SNYK-JS-SEMVER-3247795
- CWE-79 - https://security.snyk.io/vuln/SNYK-JS-SERIALIZEJAV ASCRIPT-
6147607
- CVE-2022-25858, CWE-1333
https://security.snyk.io/vuln/SNYK-JS-TERSER-2806366
- CVE-2023-26136, CWE-1321
https://security.snyk.io/vuln/SNYK-JS-TOUGHCOOKIE-5672873
- CVE-2023-28154, CWE-265
https://security.snyk.io/vuln/SNYK-JS-WEBPACK-3358798
- CVE-2023-26115, CWE-1333
https://security.snyk.io/vuln/SNYK-JS-WORDWRAP-3149973.
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e Changed the algorithms used to hash Secrets for APl applications.
Previously generated Secrets will continue to use the previous algorithms,
but it is recommended to generate new Secrets to increase security.

e The tar component has been updated to version 6.2.1 due to the
vulnerability patches:
CVE-2024-28863, CWE-400 — https://security.snyk.io/vuln/SNYK-JS-TAR-
6476909.

e The dompurify component has been updated to version 3.1.0 due to the
vulnerability patch:
CWE-1336 — https://security.snyk.io/vuln/SNYK-JS-DOMPURIFY-6474511.

¢ The System.Security.Cryptography.Pkcs component has been updated to
version 6.0.3 due to the vulnerability patches:
CVE-2023-29331, CWE-400 — https://security.snyk.io/vuln/SNYK-DOTNET-
SYSTEMSECURITYCRYPTOGRAPHYPKCS-5708426.

e The following components have been updated:
- react-native to version 0.73.5,
- micromatch to version 4.0.6,
- braces to version 3.0.3,

due to vulnerability patches:
- CVE-2024-29415, CWE-918
https://security.snyk.io/vuln/SNYK-JS-IP-7148531
- CVE-2024-4067, CWE-1333
https://security.snyk.io/vuln/SNYK-JS-MICROMATCH-6838728 CVE-2024-
4068
- CWE-400
https://security.snyk.io/vuln/SNYK-JS-BRACES-6838727.

e The Azure.ldentity component has been updated to version 1.11.3 due to
the vulnerability patches:
- CVE-2024-29992, CWE-522
https://security.snyk.io/vuln/SNYK-DOTNET-AZUREIDENTITY-6597976.

e The TinyMCE library has been updated from version v5 to vé. This library is
responsible for the behavior of the Multiple lines of text form field in Rich
mode.

Additionally, how the form field is displayed in dark mode has been
improved, and it is now possible to view keyboard shortcuts that are
available in Rich mode.

e The OpenTelemetry.Instrumentation.AspNetCore component has been
updated to the latest version due to the vulnerability patches:
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- CVE-2024-32028, CWE-212
https://security.snyk.io/vuln/SNYK-DOTNET-
OPENTELEMETRYINSTRUMENTATIONASPNETCORE-6613064.

e The OpenTelemetry.Instrumentation.Http component has been updated to
the latest version due to the vulnerability patches:
- CVE-2024-32028, CWE-212
https.//security.snyk.io/vuln/SNYK-DOTNET-
OPENTELEMETRYINSTRUMENTATIONHTTP-6613065.

¢ The tinymce component has been updated to version 6.8.4 due to the
vulnerability patches:
- CVE-2024-38356
https://github.com/advisories/GHSA-?hcv-j|9pv-amph
- CVE-2024-38357,CWE-79
https://security.snyk.io/vuln/SNYK-PHP-TINYMCETINYMCE-7278051.

e The following components have been been updated:

- System.ldentityModel.Tokens.Jwt to version 6.35.0,

- Microsoft.ldentity.Client to version 4.61.3,

due to vulnerability patches:

- CWE-362
https://security.snyk.io/vuln/SNYK-DOTNET-AZUREIDENTITY-72467 62
https://security.snyk.io/vuln/SNYK-DOTNET-MICROSOFTIDENTITY CLIENT-

7246763.
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3. Information

3.1. Important information

e Changes intfroduced in this version will break the compatibility of the Export-
Import mechanism. Exported process packages created in versions 2023 R3
and older cannot be imported to the newest system version. In order for an
import to be possible, update the environment to the newest version and
export the processes again.

3.2. General

e When SQL queries configured in data presentation form fields (such as Data
table, Data row, Picker fields) contain syntax that does not meet the
assumptions described in the documentation:

"Columns must be named (e.g. SELECT columnl, CAST(25.65 AS int) AS
column2 FROM table_name).

When using the ORDER BY clause, it is necessary to use defined column
names (e.g. SELECT columnl AS Id, CAST(25.65 AS int) AS column2 FROM
table_name ORDER BY Id)",

an error will be logged that reads:

"Detected unsupported configuration. Sl query contains keywords that are
not supported in subqueries. Consider reconfiguration as this may become
an error in future BPS versions".

In the future, such unsupported configuration may be disabled completely.

e Authentication to the Power Bl service has been changed. Currently,
authentication will not require the browser to handle third-party cookies.
The change will not require any additional action on the part of the user.

3.3. Data sources

e Support for MSSQL Database columns has been extended to include the
bigint type. If the SQL data source contains a column of this type, it is
recommended to re-save the data source configuration in WEBCON
Designer Studio.

3.4. API & SDK

e Added new REST API version 6.0.
REST API version 3.0 has been removed, while version 4.0 has been marked
as deprecated.
The endpoint api/login used for authentication will be removed in version
2025, it is recommended to use endpoint /api/oauth2/token instead.
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3.5. Updated components

¢ The OpenTelemetry components have been updated to the latest version,
making all metrics infroduced in .NET 8 available for Portal.
The list of metrics can be viewed at: https://learn.microsoft.com/en-
us/dotnet/core/diagnostics/built-in-metrics-aspnetcore.

e Outlook Classic and Outlook Modern add-ins have been adapted for use
with the new Microsoft Outlook Beta application.

e The Microsoft.Graph library and its component, Microsoft.Graph.Core, were
updated. This update also included related system messages.
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4, Changes to existing features

4.1. Important information

Changed the logic of license utilization when transitioning through a path
from the Wait for sub-workflows step. Currently, the licenses for a parent
process (that utilizes the Wait for sub-workflows step) and a subordinate
process (initiated through the subworkflow) are checked independently.
The modification aimed at addressing the situation in which the
aforementioned processes are licensed under different terms (user license
vs. process license). Previously, the license for the parent process (that
initiated subworkflow) was always checked when running the subordinate
process (workflow).

From now on, the Public Access functionality will be licensed under the
Single-Use Access License. Before executing the Share workflow instance
and Share task actions as well as before manually sharing the instance from
the form level, the availability of credits in the pool of credits purchased
under the Single-Use Access License will be checked. Performing an
operation on a workflow instance by an external user (e.g. saving, adding
an attachment) will involve the consumption of one credit from the pool of
credits.

For perpetual licensing environments, the use of Public access functionality
will not be possible.

4.2, General

Changed the handling of prohibited special characters in addresses used
in OData endpoints. Currently, those characters are replaced with an
underscore (_).

How the system loads the current SQL server time to save the data in the
database has been modified. This change does not impact the system's
current functions — it makes it possible to move databases between servers
operating in different time zones.

As previously announced, it is no longer possible to configure form subtypes.
The form subtypes defined so far will still be visible frorn WEBCON BPS
Designer Studio, and information about them will be available in the
database. However, it will not be possible to configure new form subtypes,
and information about them will not be available on the form. In the future,
the visibility of form subtypes will also be disabled in Designer Studio.

Due to the update of the .NET 8.0 framework the way of reading
configuration variables has changed.
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This update brings the following changes:

- the sequence for reading the environment variable has changed. Now,
the command-line arguments and DOTNET_-prefixed environment variables
override ASPNET_-prefixed
environment variables when reading WebApplicationBuilder's default host
configuration,

- the app.config configuration file currently cannot contain the section
“<section
name="system.diagnostics"
type="System.Diagnostics.SystemDiagnosticsSection,

System, Version=4.0.0.0, Culture=neutral,
PublicKkeyToken=b77a5c561934e089"/>",

- the mechanism to detect an empty request body during MVC model

binding now uses IHitpRequestBodyDetectionFeature.CanHaveBody.

4.3. Portal

e As aresult of modification to the reports and Report Tiles configuration on
application dashboards, it is no longer possible to create links to existing
application reports on dashboards (application reports and dashboard
reports are now created independently). In addition, it is not possible to
create Private report views from the dashboard.

During the process of upgrading to the latest version, the configuration of
all reports and Report Tiles visible on the application dashboards will be
changed in such a way that a copy of the original report configuration and
the appropriate data source for the report or Report Tile will be created
within the dashboard. Note, however, that the Private views configuration
will not be copied during the system upgrade.

e The configuration of the ASP.NET Core Data Protection mechanism has
been expanded to permit encryption of cookies on multiple servers using
an identical key.

In order to activate the ASP.NET Core Data Protection on every server
where WEBCON BPS Portal is installed, it is necessary to set the
App__SharedAuthAppName environment variable to the key that will be
used for signing.

This can also be done by editing the appSettings.user.json configuration file,
and setting the SharedAuthAppName parameter in the App node to the
key that will be used for signing.

e Changed the logic regulating the availability of the Act on behalf widget
on the application page in Portal. Now, for the widget to be accessible,
substitutions on behalf of another user must be enabled in at least one
application process.
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4.4. Form

e The Download all attachments button will be visible regardless of whether
the Add and delete option is enabled in the Atachment panel. The button
appears in the top right corner of the Attachments panel when more than
one attachment is added.

e The file extension for Voice memos has been changed to .wav to ensure
proper use on all devices and operating systems.

e Changed the form behavior for path transition when a picker field
operating in read-only mode is initiated with a default value from outside
the field's data source. Currently, in such situations, a message is displayed
informing about the incorrect value provided in the picker configuration,
and the path transition is not possible. Previously, the system permitted the
path transition despite the incorrect value entered in the picker field.

4.5. Designer Studio

¢ Changed the way in which the Single-Use Access License is checked and
used when a subworkflow is initiated by the parent workflow started by an
external user. In such cases, two Single-Use Access licenses will be used: the
first one as a result of initiating the parent workflow, and the second one
due to the initiation of the subworkflow. Previously, the initiation of the
subworkflow was interrupted by a message indicating that no license was
assigned.

e WEBCON BPS Designer Studio now has the capability to establish a
connection to Portal that does not have a trusted certificate.
When logging in to Designer Studio, a window is displayed allowing the user
to decide whether to connect to Portal using a trusted certificate or to
bypass it. If confirmation is given, the connection will be established as
before and it will be possible to view the contents of the certificate.
In the event that there is no confirmation or a certificate validation error
occurrs, the connection to Portal will bypass the trusted certificate.
The user's decision can be for a single login session or it can be continuous
(as long as the Don't ask again option is selected).

e The way of configuring Application Dashboards from Designer Studio has
been changed. Currently, the configuration of this element of the
application will be performed by the user in the browser window.

e Dictionary processes can no longer be selected in the HotFolder
configuration.

e Changed the sorting of nodes presented in the Usages tab within the data
source configuration window. Currently, the nodes are sorted first in
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accordance with their type (processes, rules, form fields, etc.), and then in
accordance with their name.

4.6. Actions

¢ Added the capability to execute the Change value of single field action in
automations performed in cycles. In this context, the action can only
modify the values of local automation parameters.

e When editing a PDF file from the attachment context menu, the default
application associated with PDF files will always be used. The window that
asks the user to "Select an app to open this .pdf file" will be skipped.

e The conversion of text values for the Invoke REST Web service action has
been changed. When a Business rule is used in the configuration of an
action to map the request body or response, and a Date or Floating-point
number input parameter is defined, the conversion of the text value to the
specified parameter type now follows the conversion logic of the Business
rule types, rather than the current culture of the user who invoked the
action.

e The description "Additional information" in the header of the emaiil
notification sent by the Add a substitution action has been replaced with
"Delegated task description”.

¢ Inthe Generate/Update a Word file action, if the output file has a
configured dynamically-set category, but the process does not have an
attachment category source defined, the category of the attachment will
be saved in the database anyway — in ID#Name format. Previously, if no
defined categories existed, the attachment was saved with an empty
category.

4.7. Rules

e Changed the format in which business rules are saved in the database -
from XML to JSON. Any existing configuration will be automatically
converted to JSON.

e Changed the behavior of the INITIALIZE function which initializes Item lists. If
the target Item list is unavailable or is read-only, the rule containing this
function will log a warning in the console and continue executing the rule
while skipping initialization.

4.8. Mobile app

e Implemented changes in viewing PDF documents within mobile
application. Currently, instead of viewing a PDF file natively inside the
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application, such a document is downloaded and opened in a suitable
PDF viewer software configured in the operating system (Android/iOS) or
suggested by the system.

4,9, Service

e Valuesrecognized by OCR Al will be additionally validated by the service,
immediately before they are entered into the form. This is to ensure that
they can be saved in form fields (i.e. in corresponding SQL database
columns).

The length and format of the data will be checked in the following column
types:

- Varchar(255) (maximum 255 characters),

- VarcharChoose (maximum 1000 characters),

- Decimal (maximum 15 characters combined, before and after decimal
separator),

- DateTime (check date format by comparing it to 1 January 1753).
The admin history will contain logs about discarded values.

4.10. APl & SDK

e Additional connection validation has been added to the configuration
windows of the Invoke REST Web Service action and the REST Web Service
data source. If a connection is not defined, pressing the Load button will
display a corresponding message.

e The resolveFieldValue and resolveColumnValue endpoints in the public API
will now accept empty request body.

¢ Unified the default data model used in the interface part of SDK plugins, i.e.
the extension FormFieldExtensionlS$ for the following form fields: Integrer
number, Floating-point number, Date and time, Single line of text, and
Multiple lines of text. When using SDK plugins that do not have business
logic with their own data model, it is necessary to adapt the interface to
align with the new model.
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5. New features

5.1.

5.2.

Widget

Expanded the list of form fields available in the Data presentation group by
adding the Widget form field. It allows users to attractively visualize selected
numerical data on the form and optionally present it against other values.

Depending on the configuration, the form field can be displayed in one of the
available forms: Numeric value, Progress bar, Circular progress bar, and Gauge.
It is also possible to change the color scheme of the Widget, including by
implementing Additional coloring conditions.

Mumber of tasks in the
current week

67
12

20

0 20 0 270k
Opened/closed reguests Budget execution

26 days

Odays 126days
8 days Vaccation

Users can either enter the numeric value to be visualized directly, or provide it
through a business rule, an SQL query, or global/process constant (the Displayed
value field in the Advanced configuration window). Additionally, the
aforementioned value can be presented against Expected value, Minimum
value, or Maximum value.

Predefined form templates

It is now possible to modify the proportions of the left and right panels of a form
in WEBCON BPS. This enhancement enables users to adjust the width of the side
panels to better align with the content of their forms, allowing them to make the
most of the available workspace while designing forms that are more visually
appealing.

Configuration changes
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A new Form template parameter has been added to the Form properties section
of the Global form template tab in Designer Studio. The list of available options is

as follows:

50/50 - the left and right panels will have the same width. This is the
default form template.

30/70 - the left panel will occupy 30% of the form width, while the right
panel 70%,

70/30 - the left panel will occupy 70% of the form width, while the right
panel 30%,

One column — the form content will have a continuous form and will be
displayed in one column with a maximum width of 768 px. This is the
default template for newly created Dictionary processes.

£ Save & publish process

=] Global form template

Field matrix

=
Full screen mode

= .
Form preview

Form type filter:
All v

4 System areas
u@ Business entity

-~ Form properties

Form template:

[T 50/50 v
rﬁ 50/50

T 30/70

£ 70/30

[7] One column

Path panel location:
Floating at the bottom of the

[ Behavior

[E;[ Seller Task details
E‘f Evaluation Specdialist
4 cient

7 Luminaire ALL ATTACHMENTS

ATTACHMENTS EMAIL CONVERSATIONS

xam. Name:
. Created:

Comments

\E[ Quotation

[Zb:[ Product name \E\ Quantity |Zx] Unit price \g] Net price \Z}\ Gross price

Attachment preview

Once an option has been selected, the form preview on the right will be

updated accordingly.

Form templates can also be selected when defining individual workflow steps.

WEBCON BPS 2024.1.1.48

19



WEBCON'

Offer - Step edit: Start

[JGeneral | FEiForms | T’ paths | 5 Actions il Analysis x
Task form:
Form: Default form - F‘@

{Main form | = Main form - behavior i‘ Compact form .+ Compact form - behavior

= “ 4New ¥ |Hsave ¥ |@Delete ¥ | & Refresh & | 3*Path list &, Delegate
Full screen mode
Form preview

Break settings inheritance

Form type filter:
All

(=) seller Task details

o properties \E\ Evaluation Specialist
Form template: Ei Client

{1 s0/50 v

Edit mode: ATTACHMENTS EMAIL CONVERSATIONS
Fé Dynamic v

Rl

XXX

e %

?:'1 Luminaire

ALL ATTACHMENTS

5 v
Form subtypes: lz: gra:;fed:
[ Hidden v ‘
Path panel location:

Comments
[E] Floating at the bottom of the ~

- Area visibility —

« Info panel: details \@Lquutahon -

& Information [aee] Product name (3.1 Quantity

 Element ID v »
Signature

 Steps

« Details

v x
[34] unit price (33 Net price 37 Gross price

MEEX X ¥ X ¥ X

Create o/
¥ Visible ¥ Read-only M Read-only (cannot be modified except by JavaScript) v Required

l@ Previous step I I@ Next step

é Save & publish process l [83 Close

Note: after the system upgrade, the forms previously defined by users will be
displayed with a default 50/50 template, regardless of the process type.

New Change Request Form
+ new () Refresh

up B @

0.00UsSD
=+ Add

Example of a form based on the 70/30 template

WEBCON BPS Designer Desk

The functionality has also been introduced in WEBCON BPS Designer Desk. A
drop-down list has appeared on the top menu bar, from which users can select

one of the predefined form templates. The list of templates is analogous to the
one available in Designer Studio.
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| ) | ERE @| [Template: single coumn | [ preview A~ £33 (3
0o so/s0
Consultation Form 0 30770
0o 7030
Drag & drop fields to create a form. Use groups and tab panels to
organize your content. Gather your requirements for fields' behaviour. [ single column

Available Fields

Groupin
ping (® Add menu element

*) Group
= Tab panel

F Free form
Basic form fields
abe Single line of text
Multiple lines of text
AT Rich text editor
= Integer

31 Floating point

= Item list

When a prototype is published to Designer Studio, the settings made are saved
and available in the target Global form template.

5.3. Enhancing digital accessibility of WEBCON BPS Portal

The latest version of WEBCON BPS continues the changes initiated in version 2023
R3 to enhance the Portal's accessibility for end users, aligning it with the
applicable Web Content Accessibility Guidelines (WCAG).

Portal navigation without a mouse

The changes made allowed users to navigate additional areas of Portal
conveniently using the keyboard (Tab, Enter, Esc, Space, arrow keys) and other
device interaction tools (e.g. TalkBack, VoiceOver). These areas include among
others:

e Home page,

e Task panel,

e Top menu bar,

e Side panel and its selected nodes (e.g. Analytics),
e Selected sections of the Admin panel,

e GClobal search panel,

e Reports and their views.
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WEBCON 3 Execution of Investment Projects Q e Q0 % Iy €

O\ Search in navigation...

(O Refresh  ® Quick path ™/ Search in report Q B3 gasicv Y T
) Instance number Date of registration Investment name ™ Name Contractor's remuneration -

11 2/21/2024 Green areas around the facility =~ Company 2 100.00

2/8/2023 New buildings Company 1 2000000.00

The changes apply to elements visible or editable by the end user, such as forms,
but exclude configuration windows for individual functionalities.

Additionally, the default focus border for all supported Portal elements has been
standardized. These settings will be derived from the theme configuration,
regardless of browser type and settings.

Contrast on Portal pages

The conftrast ratio between text or text graphics and the background in the
required places in Portal has been adjusted to be at least 4.5:1 to meet the AA
level according to WCAG 2.2 requirements.

WEBCON <

Q_ search in navigation...

) Home

New, contrast system theme and related changes

A new system theme, Webcon Contrast Black Yellow, has been infroduced in
Portal, that will enhance the accessibility of the Portal's pages for individuals with
visual impairments and special needs. This theme features a distinctive, higher
contrast ratio: yellow or white text against a black background (which also
appears in areas where photos were previously displayed), with blue accents for
graphic elements such as those related to the application, start buttons,
favorites, or task details and comments on the form. The default focus color for
this theme is pink.
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WEBCON < i Choose application
Q_ search

Welcome to WEBCON BPS Portal

{2 Home

Q My Tasks Q
3

5, Analysis

& Searching structur
New tasks Active tasks Overdue tasks

Frequently used applications

0

WT | Designer Desk 5 Customer service
Overdue

Execution of Investment T o

AC  Audits & Controls 3 :
Overdue Projects Overdue

WE = Webinars o : Sample application g
overdue Ooverdue

Available applications

Accounting & Ticketing

By default, this theme disables the coloring of report rows and Item list rows, as
well as overriding the colors of form fields, path buttons, and other form
elements. However, a new CustomColoringlnContrasiThemeEnabled parameter
has been added to the GlobalParameters table in the configuration database
that allows users to apply custom colors to the listed elements in the contrast
theme, if desired.

Additionally, it is now possible to create additional contrast themes based on a
different color palette. For this purpose, a special Is contrast checkbox has been
added to the editing window of each theme:

Edit Themes

Theme name: My Customized Color Theme
Theme description
s active:

Is default:

s embed default:

I Is contrast: I

By configuring a contrast theme, the administrator can independently indicate
well-contrasting colors of Portal elements to meet the needs of individual users.
The checkbox is also visible on the main color themes page (User menu —
Administration — Color themes).

Accessibility options
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The top menu bar in Portal has been modified to provide convenient and quick
access to the new features. Therefore, the icon | &> | has been added that,
when clicked, displays the Accessibility settings window.

Accessibility settings X

Contrast change:

|

Size change:

To zoom in the view, hold the Ctrl key on your keyboard and press the +. When using the
computer mouse, hold the Ctrl key on your keyboard and scroll up.

To zoom out the view, hold the Ctrl key on your keyboard and press the -. When using the
computer mouse, hold the Ctrl key on your keyboard and scroll down.

Close

With it, users can easily switch the Portal theme to WEBCON Contrast Black
Yellow or any other custom theme marked as contrast. Deselecting the theme in
the window wiill restore the default theme in Portal. Additionally, there are
prompts to resize the screen using either the mouse or keyboard, which vary
depending on the operating system in use.

To display the accessibility icon in the top menu in Portal, user needs to check
the new Accessibility button box in the WEBCON BPS Designer Studio
configuration (System settings — Global parameters — Appearance).

System settings (ppesance) PRODUCTIONCD
,g‘ Save
WEBCON BPS Portal
Welcome text: Witaj w WEBCON BPS Portal @@
Portal name: WEBCON BPS (0)
Additional navigation link:  []
Display name: &
URL: [0)
Path buttons
Set width
Example: 100% or  150px
Buttons arrangement: Horizontal -
Default button style:
Example: Red text: color: red; Light red background
Green text: color: green; Green background:
Attributes
Default field name style:
background-color: yellow;
Default field value style:
background-color: yellow;
Global CSS styles: ()
[0)
w
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Accessibility settings can also be accessed from the Portal’'s home page by
using the Quick navigation links and tabbing to Go to accessibility settings.

Go to accessibility settings

Messages in Portal

The color of text used in error messages, warnings, and any information
displayed as a result of the system's checking of operations undertaken by the
user and the correctness of the data entered has been standardized.
Additionally, according to the WCAG guidelines, information cannot be
conveyed solely through color. Therefore such messages, warnings, and
notifications will also be identified by a consistent icon featuring an exclamation
point in the same color as the text. An asterisk will be displayed also in the same
color to indicate that a field is required or an option must be selected in Portal.

(w]

(@ You have to provide a value for a required field.

For system contrast theme, the mentioned elements will be displayed in pink,
which provides more contrast than red.

Use of voice readers in Portal

Navigation in Portal has been made easier for individuals using voice readers
and similar solutions. ARIA tags were added to improve accessibility, and the
HTML structure on WCAG-compliant pages was enhanced. In addition,
landmarks were introduced to identify content types, and appropriate roles
were assigned to individual page elements, reducing the time required to find
specific content or navigation elements in Portal. Thanks to these changes,
information from Portal will be more accessible and understandable to users who
rely on voice readers (such as Windows Narrator, VoiceOver, and TalkBack).

5.4. Changes to color themes

Two new parameters, Input-type fields font and Input-type fields background,
have been added to the color themes configuration window (User profile —
Administration — Color themes — Edit). These parameters enable defining the
font color and background color, respectively, in fields used for entering input
datain Portal, as well as related icons and symbols (e.g. in form fields).
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Input-type fields font: i
Input-type fields background: #1alala - i

Font and background colors for input-type fields can be set for custom color
themes, while system themes will use the following default colors:

Immobilien X

Input-type field for WEBCON Light and WEBCON White themes

Immobilien X

Input-type field for WEBCON Dark theme

Immobilien X

Input-type field for WEBCON Contrast Black Yellow theme

After the version update, input-type fields in user-defined themes wiill
automatically adopt the default font and background colors that were
previously used for this type of fields.

#fffef

Lorem Ipsum

5.5. ToDo list

Added functionality that allows users to create a list of tasks (ToDo) for better
work management and progress monitoring. The list within the table rows
presents objects, such as form fields, actions, or rules, which are designated as
requiring further configuration.

Every user with privileges to a given application can access the list. The list can
be accessed either by clicking the ToDo list button in the Actions tab or by
selecting the Show ToDo list option from the context menu, which is opened by
right-clicking on the application icon in the selection free.
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b @ [A] «

rify  Verify entire | ToDo list | Mew st
cess  configuration prodg

bility and requiredness | T Style and b

The list items are arranged according to the application they belong to and
displayed in the order in which the user added them. Users can mark a given
task as executed (by selecting a checkbox in the Done column) and directly
open the configuration window (the Navigate to object configuration).

& ToDo list - ox
Search x
Application &
ToDo Object name Object type Done
@ =
(% Stop performance i... | Action/Template | P
Ly
@ Add additional Save path Request Step |
E Create new data source Position Form field O
IEI Add EUR. suffix Request value Form field |

Show enly not done

Adding objects to the list

Users can add objects to the ToDo list by right-clicking on an addable object
and selecting the Add ToDo option from the context menu. When adding an
object, users can provide its description in the dedicated window and mark it as

Done. The name of the added object is highlighted in green in the Designer
Studio configuration.
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3 New features (workflow) -
@ (@) Form fields
|E| Marme
&) (™) Order
|E| Requested item
|E| Request value

td (B Newformfield  Ctrl+N

EI Mew

'j Fosition Ené. Mew tab panel

[E| Requestec

(@) || Configuration ]E- Delete Ctrl+Delete

Constants| 57 Clone Ctrl+ L
Performan M c .
Business ri L] Copy ri+
Form rules| &
Action ter N i CtrkT h
Automations
Form types

Email notifications
Attarhment details

Note: the information stored in the ToDo list is not preserved when importing or
exporting the application.

Application prototypes transferred from Designer Desk to Designer Studio

The ToDo list, which contains certain objects and automatically generated task
descriptions, is created upon importing the application from Designer Desk. The
list contains the following objects provided they have been inserted in the
prototype:

e path (if the | need this path to be available only in some cases checkbox
has been selected),

e qctions,
e form fields, such as Choice field or fields belonging to the Data presentation
group),

e business rules,
e data sources (except Fixed values list).

5.6. Importing applications using the public API

Administrators can now import applications using the REST API in Portal. With the
new tool and API application, they can define import parameters that previously
required navigating separate wizard steps in WEBCON BPS Studio. This solution
automates the process of importing applications and fransferring configuration
data between environments (DEV/TEST/PROD).
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Note: the import operation will be performed in the context of the application
registered in Portal. Therefore, using this functionality will not require an
additional license for Designer Studio.

Application for automatic import

As part of this new functionality, a console application named BatchimportApp
(.exe file) was created. It is available among the WEBCON BPS installation files in
the “Tools” directory (previously “Migratfion Tools"). The table below lists the
parameters required for automated default application import, as well as some
optional import parameters:

Required parameters

Name Description
-a, —-portalAddress Portal address
-d, --dbld Content database ID
-c, --Clientld Client ID
-s, --ClientSecret Client secret
-p, --package Path of the exported package
Optional parameters
Name Description
. . . Path of the .json file with custom import
-i, —-importConfiguration . ;
configuration
1, —splitFileLargerThan ;JCs)teIBTo split the package files larger than

-f, -fileChunkSize

Size of a single chunk; 4 MB by default

-help

Used to display context-sensitive help with
parameter descriptions

--version

» --portalAddress
--dbId
c, --clientId
» --clientSecret

,» --package

» --importConfiguration

--splitFilelargerThan

, --fileChunkSize

--help

--version

Used to display application version

Required. Portal Address

Required. Db id

Required. Client id

Required. Client secret

Required. Package

Optional. Import configuration

Optional. Split package file larger than (in B). Default value is 20971520 B (20 MB).

Optional. Chunk size when splitting package file (in B).
MB).

Default value is 4194304 B (4

Display this help screen.

Display rsion information.

The application uses the Client ID and Client secret credentials available in the
APl application configuration (User profile — Administration — Integration —

API).
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<3 — e o~ 2 -
Edit APl application
save [il] Delete X Close
@ Application type and credentials =
Application type: App context
Name: * My API application
Login: tom.green@webcon.com
E-mail: tgreen.webcon@gmail.com
Client ID: 10a76c9c-
& Secrets 7
Created on Description Value Remove
3/8/2024 3:32 PM L el |
- Generate new client secret
£ Application permissions (scopes) £
Name Description Remove
Admin.Import Read and modify everything related to the applica... i
~+ Edit

For the import to be possible, a new role, Admin.Import, must be checked in the
list of API application permissions, which allows reading and modifying all
configuration data used during the application import. (The operation will also
succeed if the Admin.ReadWrite.All permission is checked).

Choose permissions X

Admin.Constants.Read
Admin.Constants.ReadWrite
Admin.ProcessConstants.Read
Admin.ProcessConstants.ReadWrite
Admin.Read.Urls
Admin.Substitutions.Read

Admin.Substitutions.ReadWrite

Admin.Import

v

HighTrust.Elements.Read.<ProcGuid>

N

HighTrust.Elements.ReadWrite.<ProcGuid >
App.Metadata.Read
App.Metadata.ReadWrite

App.Reports.Read.All

Close
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Successful application import is indicated by the "Completed" status in the CMD
console.

C:\Users\t.green\Desktop\WebCon.BPS.BatchImportApp>BatchImportApp.exe -a https://814-bps.at.webcon.pl -d 1 -c 7cf3c710-
-s aCMOoz5u -p C:\Users\t.green\Desktop\Exported\Webinars.bpe
3/8/2024 4:00:31 PM Import start
3/8/2024 4:00:32 PM https://814-bps.at.webcon.pl/api/oauth2/token OK
3/8/2024 4:00:33 PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/ Created
SessionID: f14573aa-ba35-49a4-84eb-0136c2731765
3/8/2024 4:00:33 PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/f14573aa-ba35-49a4-84eb-0136c2731765/1 OK
3/8/2024 4:00:33 PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/f14573aa-ba35-49a4-84eb-0136c2731765 OK
:33 PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/f14573aa-ba35-49a4-84eb-0136c2731765/status OK
:33 PM StatusID 5 InProgress
PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/f14573aa-ba35-49a4-84eb-0136c2731765/status OK
PM StatusID 5 InProgress
PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/f14573aa-ba35-49a4-84eb-0136c2731765/status OK
PM StatusID 5 InProgress
PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/f14573aa-ba35-49a4-84eb-0136c2731765/status OK
PM StatusID 5 InProgress
PM https://814-bps.at.webcon.pl/api/data/beta/db/1/importsessions/f14573aa-ba35-49a4-84eb-0136c2731765/status OK
PM StatusID 1 Completed
PM Import end

In addition to being able to use the new/updated application on the target
environment, Designer Studio users will also be able to review the details of the
performed import. As with a standard import wizard, all relevant information and
logs will be available in the Import history. Also, a LogSummary section that
provides a summary of the import has been added to the logged information.

Import with an additional configuration file

The Create file with default import parameters (API) option has been added to
the Designer Studio export wizard. When this option is enabled, an additional
Jjson configuration file with import settings is created when the application is
exported. The file can optionally be used to import the application into the
target environment using the API. The parameters passed in the file will be
applied at the stage related to the parsing of the package and the environment
where the import takes place.

© Export

Information

= Information . .
R Enkorment andies Exported package information
) Rela "
¢y  Related elements Name: | Webinars 2024.02.29 09:46: 10
i3 Plugin packages selection
]
2 Expo
—3 B Description:
3 Finish
Configuration database version:
[C] Export processes from current application only
[[] Export as a template
I [/] Create file with default import parameters (API) l
PREV NEXT
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®

After a successful export, the .json file will be saved automatically to the location
indicated for the standard .bpe export file. Additionally, it is possible to view the
contents of the .json file by clicking the Import parameters button in the Finish

step of the wizard.

©3 Export

Finish

Information

Environment analysis
Related elements

Plugin packages selection
Export

Finish

L 2 3 N NN

PREV

The export has been completed correctly.
List of exported elements:
- Webinars

- Webinars process
- Presentation

@  Import Parameters

FINISH

The file contains the default import configuration, which remains constant
regardless of the exported process.

VNN B WN R

{

“ImportAllNewApplications™: true,
“ImportAllModifiedApplications™: true,
“ImportAllPresentationObjects": true,
“ImportAllNewProcesses": true,
"ImportAllModifiedProcesses”: true,
"ImportOnlySelectedApplications”: [],
“ImportBpsGroups”: true,
"ImportOnlySelectedBpsGroups": null,
"OverwriteAllBusinessEntitiesPrivilegeSettings": false,
“OveruriteSelectedBusinessEntitiesPrivilegeSettings": null,
"OveruriteSecuritySettings”: false,
"OveruwriteAllGlobalBusinessRules": true,
"OveruriteSelectedGlobalBusinessRules”: null,
"OveruriteAllGlobalFormRules": true,
"OveruriteSelectedGlobalFormRules™: null,
"OverwriteAllGlobalFields": true,
"OveruriteSelectedGlobalFields": null,
"OveruriteAllGlobalConstants": true,
"OveruwriteSelectedGlobalConstants”: null,
“OveruriteAllGlobalAutomations™: true,
"OveruriteSelectedGlobalAutomations”: null,
"OverwriteAllDataSources”: true,
"OveruriteSelectedDataSources": null,
"OverwriteAllConnections”: true,
"OverwriteSelectedConnections™”: null,
“OveruriteAllPluginPackages”: true,
"OveruriteSelectedPluginPackages": null,
"OveruriteAllProcessesDeploymentMode”: false,
"OveruriteAllProcessesDeploymentModeMailRecipient”: null,
"ImportAllDictionaryElements": true,
"OveruriteAllDictionaryItems": false,
"ImportOnlySelectedDictionaryElements”: [],
“ImportAllDocTemplates™: true,
"OveruriteAllDocTemplates”: false,
“ImportOnlySelectedDocTemplates": [],
"IgnoreNoExistingGUID": true

Once properly completed, it will enable the customized import of an application
and its process configuration data. The file's contents are transferred when a
command containing the -i parameter and the path of the .json file on disk is
entered in the BatchimportApp console application.
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For detailed information on the functionality, as well as a description of the
individual application parameters and the additional configuration file, please
refer to the related article on our technical blog.

5.7. Dashboards

Changed the configuration process for reports embedded in application
dashboards. As a result, users can define data sources for dashboards which
can then feed independent reports and Report Tiles created within the
dashboard.

Creating reports and Report Tiles on a dashboard

Currently, both reports and Report Tiles are fully defined within the dashboard.
Such elements are independent of reports created at the application level and
are visible only on the dashboard for which they were created.

These elements can be defined through the Add New Element menu. After
selecting the appropriate type of report or Report Tile and adding or creating a
data source, the configuration is performed in a separate window. The
appearance of the configuration window depends on the selected type of
report and, aside from minor differences (e.g., the Definition tab containing the
options of the Source and Columns tabs), generally resembles the configuration
window of an application report.

Embedding Report Tiles

When embedding Report Tiles on a dashboard, it is no longer necessary to
create a dedicated report. Currently, these tiles utilize the dashboard's data
source. As a result of this modification, it is now possible to define additional filters
for Report Tiles (accessible in the Filters section of the Definition tab within the
configuration window).

Creating data sources for a dashboard

You can now define data sources within a dashboard which can then be reused
in multiple reports and Report Tiles embedded on it. The dashboard's data
source allows you to select the data to be presented on the report, while the
report configuration enables you to define how it will be presented (table, chart,
Report Tile).

You can create a new dashboard’s data source when embedding a new report
on it through the Add new element menu. After selecting the type of report, an
additional window titled Select dataset for report will appear. Here, you can
associate the created report with an existing data source or create a new one
by selecting the <Add New> option. (Dedicated data sources are created
specifically for the Dictionaries and Document Templates reports.)
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Select dataset for report X

The dataset allows you to specify the processes
from which data will be presented in the report. A

single data set can be shared between multiple
: : reports.

Previous requests s j’

B Previous requests

[ <addnews @ H Close

This data source is configured in a separate window independent of the report
and can also be utilized for other reports embedded on the dashboard.

Managing dashboard’s data sources

Users can manage the so-defined data sources in the dashboard configuration
window by navigating to the Datasets tab. In this tab, you can select a specific
data source from the Available datasets section and then edit it within the
Definition and Columns tabs. The options available under those tabs, as well as
their appearance, depend on the type of data source being edited. On the
other hand, the Usages tab allows you to view which reports utilize a given data
source.

Cloning the report and Report Tile configuration

The categories of certain elements have been modified within the Add new
element menu, and the Clone existing option has been added to the Report
category.

Add new element

Reports
A
Table Chart Report Tile
Calendar Clone existing
Additional dashboard elements
-
Start
Data analysis and special reports
® Il =
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This option allows you to clone a Report Tile or a report that has been added to
any application dashboard, or one of the reports created within the application.
Cloning transfers the complete configuration of the element, optionally creating
a data source if the cloned element does not belong to a specific dashboard
for which a data source has already been created and feeds the cloned report.

NOTE: Please note that an gpplication report copied to the dashboard does not
include any permissions defined for the original. As a result, a report embedded
in this way is now displayed to every user with access to the relevant dashboard.
Such areport displays all workflow instances to which the user viewing the
dashboard has permissions.

5.8. Expansion of user synchronization via LDAP/LDAPS

Expanded user synchronization with the LDAP server by adding support for the
LDAP(S) protocol. Users can now establish an encrypted connection with the
LDAP server through the SSL/TLS protocol. Additionally, authentication is possible
for users connecting to the server using their login and password.

As part of the new functionality, the mapping configuration has been expanded
to allow the addition of a prefix to the synchronized user login. In addition, new
afttributes (ExtensionAttribute01-30) have been added, which can be mapped
to any LDAP property.

In addition to the mentioned changes, the content of the error messages has
been expanded.

5.9. New system column: “Last comment”

A new Last comment column has been added to the group of system columns
available in the Reports configuration, which displays the content of the last
comment in the workflow instance, together with information about its author
and date of addition. The column is available for reports with SQL and
Searchindex sources.
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P @&
New report R
B source D% Columns 3 Search panel E‘ Mass actions T Views S User privileges B save X Close
% Columns available in report &
Columns
Form field Header pefault For Search Q
view
) System
[System] ID © 5 Ry
&4 Process
[System] Instance number & Form type

4 Form subtype
=9 Workflow

R Created by
L Modified by

[&] Created date

[System] Step

[System] Assigned to

5 I Ay IR

[System] Days in step

[& Created date and time

—+ Add default columns - Add calculated column =
11 Modification date

N

&1 Modification date and time
=] Duration

] Duration in working days

ours in step

=] Working days in step
4 Business entity

B Task

3 Step icon

IZ Last comment I

The options for displaying the column in the report view are the same as for a
Multiple lines of text column with Append mode enabled (Default, Do not wrap,
First 100 characters). It is also possible to specify that only the content of the
comment is visible in the column, without information about the date and
author.

Summary
() Refresh (3 Quick path = Basic Y Q =
5 Day:
Assigned ys
ID Instance number Step o - in Last comment
step
[1/4/2024 1:57 PM] Krystyna Gawryat
8277 NWY/2023/000010 Contractor Alice Smith 211 This cor\.tractor has signed customized terms of cooperation. For
registered more information, see:
https://portal.webcon.com/db/2/app/36/element/151089/form?
8276 NWY/2023/000009 o Alice Smith 21
registered

The Last comment can also be displayed in the Task panel in the compact view,
as well as in Calendar reports (event title, description, and location).

The Last comment column has value filter settings (<Empty value>, <Not empty>)
and can be exported to an Excel file.

Connection to MSSQL database via Microsoft Entra ID

The feature to connect to an MSSQL database through Microsoft Entra ID has
been introduced. This enables Microsoft service users to authenticate with
credentials appropriate for their database.
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A new Avuthentication parameter has been added in the MSSQL database
connection configuration window, offering five options to choose from:

— Active Directory Password — Microsoft Entra authentication with a
username and password,

— Active Directory Integrated — Microsoft Entra authentication using
Integrated Windows Authentication (IWA),

— Active Directory Service Principal — Microsoft Entra authentication with a
Client ID and Client secret,

— Active Directory Managed Identity — Microsoft Entra authentication using
system-assigned or user-assigned managed identity,

— Active Directory Default — Microsoft Entra authentication using non-
password and non-interactive mechanisms, including managed identities,
Visual Studio Code, Visual Studio, Azure Command-Line Interface (CLI),
etc.

Data SOUFCES o i v sraisctin PRODUCTIONCO

E:(:) New é, Save I Delete D Clone

, Association and security

ID: 21 [
Name: New connection
Connection type: MSSQL database v
Description:

Common | DEV | TEST | PROD
Authentication: U
Server: SQL Login

Windows Authentication User Impersonation

Database: Windows Authentication

Active Directory Integrated

Active Directory Service Principal
Active Directory Managed Identity
Active Directory Default

In addition, the option Trust server certificate has been added to the connection
configuration window. When checked, communication between SQL Server
and WEBCON BPS will be encrypted without certificate validation.

The above authentication methods are also available in the installer, REST API
endpoints, and the WEBCON BPS System Administrators tool.
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5.11. Improved readability of automation configuration

The latest version provides users with a more comprehensive understanding of
the automation’s functionality by allowing them to swiftly access information
about individual actions and action templates within the automation
configuration. By simply hovering the mouse cursor over the action/template
icon within the automation definition areaq, a tooltip will be displayed,
showcasing the action / action template name and description (entered in the
Documentation field). This solution eliminates the need to carefully check the
configuration of the actions and templates that comprise it.

In addition, the default name of automations created in WEBCON BPS Designer
Studio has been changed. When a new automation is added, its default name
(previously New Automation) will be dependent on the context in which the
automation is to be triggered. For example, the default name of an action
triggered On exit will be labeled as Automation "On exit". The change does not
apply to process and global automations.

it: Work on documents

} Error handing 5 | @vales | 18 | [g]
3) Onentry (& D: 5 @)
@ Onexit ) Name
. QE
System fields
© On timeout Documentation: = Eorrn e
[Eg On browser opening - i ot
3 Menu button Definition: lobal constants
23 onpath o Process constants
P A Context variables
(%) Upon instance deleting >) start
B it s Automation context variables
B Attachments menu performance indicators
[ On attachment add
I [E)  share workfiow instance
Share workflow instance
Action for sharing the workflow instance with individuals outside the organization

Execution time fimit: 0@

@ Previous step ][E Go tostep... H Nextstep  © & save &publish process [\5 Close

5.12. Improved SOLR indexing performance

A number of changes have been infroduced to improve the efficiency and
reliability of SOLR indexing in WEBCON BPS, especially for large installations.
Thanks to these modifications, SOLR indexing will require less resources and will
be less burdensome on the system. As a result, searching for elements in Portal
will be more efficient.
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New indexer queues

The handling of the indexer queue has been improved by dividing it intfo four
independently operating queues: SOLR - Activity Indexer, SOLR - Aitachment
Indexer, SOLR - Element Indexer, and SOLR - Utility Indexer. These modules are
launched simultaneously after enabling the SOLR Indexer role in the Services
configuration.

WEBCON Business Process Suite - Designer Studio - B X

[
1)

Tasks Appearance

System settings

System settings (iressor PRODUCTIONCD

§% New | 2 Save | TiIl Delete | £ Load configuration

Users and groups synchronization

BPS users and groups list

Translation languages
Interface language packs
Cache

E-mail notifications

Configuration | OCR Configuration | SOLR configuration

Associated process databases

Name @

814_BPS_Content o

Working days calendar
7] HotFolders
54 HotMailBoxes
&) Document entry points
@A Authentication providers
44t Business entities
@ {2} Services configuration

@ @ services
&

() schedules
Applications

Basic features (0) Workflow instance archiving

Data sources
[ Folder monitoring: import of scanned files Exchange rates synchronization

["] Email MailApproval inbox monitoring SOLR indexer

System settings [Jocrar License service

fol | O | L

Plugin packages

I

Reports

B &

00

Finished https://814-bps.at.webcon.pl/ | Database=814_BPS_Content; DBVersion=Main (UTC+01:00)

Expanded SOLR configuration in Designer Studio

The list of SOLR components has been updated in WEBCON BPS Designer Studio
to include the following items:
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System settings cevis) PRODUCTIONCO

r:f\:) New é‘ Save @ Delete t_"., Load configuration

Service Configuration | OCR Configuration SOLR configuration

SOLR component

Number of SOLR indexer threads for elements: 43
Number of SOLR indexer threads for attachments: 4:<
Number of SOLR indexer threads for activities: 4%
Number of SOLR indexer threads for utilities: 15
Number of workflow instances in one SOLR indexer batch: 500 o
Number of seconds allotted per SQL operation during SOLR indexing: 300
Number of seconds allotted per operation when connecting to SOLR server: 300 5
Number of connection attempts that will be made after SOLR connection error: 10 2
Number of seconds between each connection attempt after SOLR connection error: 60 o
Cleaning interval of the SOLR queue SQL query plan (in seconds): 300 o (D
Number of seconds for text extraction from attachment file: 60
Processing logs saved to database: Summary v

It is also possible to specify what kind of data will be stored in the processing logs
with indexing results (Summary, Error only, Detailed, Diagnostic).

Changes have also been made to the basic report named SOLR indexer queue
(Reports section in Designer Studio). The method of grouping items queued for
indexation has been altered — the name of the table from which the entry
comes will be displayed first, followed by the Processing service.

& & WEBCON Business Process Suite - Designer Studio
-ox
Tesks | Appearance
Reports
Reports PRODUCTIONCO
Er TS - P (SOLR indexer queue)
& Profiing —
8 Workfow users © Refresh [) Copyall [B), Export to Excel ¥) Resetall counters [ Delete~ L) Add~
@ [ Basicreports SOLR indexer queue
{57 Archive workflow instances queue
© Cydical actions Table name
Enatsenangrasort Processing service .
g Masz Ptifications seflei reicet Description Status Insert date Attempts number | Last attempt tme Lasterror | Priority  a | Startdate ®
e ; Table name: SolrFileQueueTtems (Count=40)
5 £ "‘l“sage:”"“:; ‘ @ Table name: SolrUtilityQueueltems (Count=7) @
e vity analysis T et o) 5
od n ;ﬂ (s e Reindex process - Przykladowy proces, DEF_ID: 2 ProcessingPending | 3/21/2024 11:23 AM 0 5
ﬁam:: oo T Reindex process - Weryfikacja thmaczef proces, DEF_ID: 7 | ProcessingPending | 3/21/2024 11:23 AM 0 H
S S Pmmss:‘g s Reindex process - Internal audit, DEF_ID: 10 ProcessingPending | 3/21/2024 11:23 AM o 5
Ogiiwcess'”g e Reindex process - Execution of Investment Projects, DEF_ID... | ProcessingPending | 3/21/2024 11:23 AM 0 5
= nsig :a”‘ Q:E”E Reindex process - Webinars, DEF_ID: 13 ProcessingPending | 3/21/2024 11:23 AM 0 5
B Eemeniton Quece. Reindex process - Settiements, DEF_ID: 14 ProcessingPending | 3/21/2024 11:23 AM 0 5
Xt Layes Qee Reindex process -Ticketing, DEF_ID: 16 ProcessingPending | 3/21/2024 11:23 AM 0 s
}. Applications
&8 oata soures
System settings
1] Piusin packages
Reports
+  |Rowcount: 47
Finished https://814-bps.at.webcon.pl/ | Database=814_BPS_Content; DBVersion=Main (UTC401:00)
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In addition, the descriptions of individual report items have been modified. For
example, in the case of process indexation, information about the process will
be displayed first, and then the interval for which the indexation is carried out.

5.13. Updated ranges of Administrative notifications

The designated recipients of Administrative notifications will no longer receive
messages regarding Asynchronous OCR. The list of notification areas has been
updated to include Barcode print and Barcode add areas.

A preview of the updated areas is available in the Administrative notifications
configuration window in WEBCON BPS Designer Studio (System settings — Global
parameters — E-mail notifications).

WEBCON Business Process Suite - Designer Studio -

|Hqu
Do

Tasks Appearance

System settings

SYStem Settlngs (Administrative notifications) PRODUCTION C_O

2, Save

Attachments
Database
Security

Users and groups synchronization RS
oS ¥ Notification receiver e-mail:

BPS users and groups list
Range: [ HotFolder

[[] HotMailBox

[[] Barcode print

[] service farm runtime

Translation languages
Interface language packs
Cache

@ &4 E-mail notifications

Configuration of sending e-mails [] ocr Engine
Global e-mail template [] User list synchronization
Mass notification [ sor

[ Licensing

Public access

[] Barcode add

Working days calendar
7] HotFolders
54 HotMailBoxes
& Document entry points
@ Authentication providers
{ar Business entities

(® Use standard outbox settings

{5} Services configuration . Sender address:
= O Use custom outbox settings:
3 Applications Sarver type:
Server address:
P
@@ Data sources Login:
Password:
{3} | system settings
v g Port:
= Send test e-mail
Finished

5.14. Columns indexed in the configuration

A new tool has been added to the Administration tools that allows users to
locate where indexed columns are applied in the process configuration. This tool
can be found in the Columns indexed in the configuration tab under Tasks —
Administration tools in WEBCON BPS Designer Studio.
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#¢ Administration tools -0 Xx
Administration tools Please find all usages of "Database field name — ID” variables, and make sure any comparisons that involve them are made against text-type
values.
(2 Search logs
Show usages i
R — @
(4 Admin trace session
\ﬁ\ Permissions migration
D Delete workflow instances from process
Q\ Columns indexed in the configuration
% Administration tools

Pressing the Show usages button will display variables containing references to
indexed columns in the form of a standard usage tree that can be exported to
an Excel file.

co Searching for variables that reference indexed columns - O X

@ 89 Audits & Controls (43)
@ T, Internal audit (122)
@ (&) Form fields
[E[ Invoice (1653)
fabe] Amount (1654)

I@ Refresh "IE}) Export HS@ Close I

5.15. No limitation to the number of exporters in OpenTelemetry

Added the capability to use any number of exporters through the
OpenTelemetry component. Due to the expansion, the structure of the
otlpsettings.json configuration file belonging to the OpenTelemetry component
has been changed. To configure subsequent exporters, it is now required to add
the following blocks in the Tracing/Exporters section separated with a coma:
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"[exporter name]": {
"Enabled": [whether enabled or not],
"Endpoint": "[address]",

An example of configuration:

"Exporters": {

"Jaeger": {
"Enabled": false,
"Endpoint": "http://localhost:4317",
"Protocol": "grpc"

|2

"Otlp": {
"Enabled": true,
"Endpoint": "https://otelcol.aspecto.io:4317",
"Headers": "Authorization=B21DCEB1-4A77-4959-8196-59 64BEEB24B 6",
"Protocol": "grpc"

}

}

5.16. General

e The Temporary deployment access functionality has been infroduced,
allowing the administrator to grant up to 5 designated users access to
WEBCON BPS Portal and Designer Studio for a period of 30 days without
consuming an additional license. Temporary access is granted via a
dedicated window in the Users and licenses section of the Admin Panel in
Portal or from the License allocation window in Designer Studio based on a

10-digit code. The access code can be obtained by WEBCON Partners
through the dedicated Partner Portal.
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WEBCON < > Q

emporary deployment access ~ 5 Filter ™

Access expiration date

5/15/2024

= Temporary deployment access

e To store cyclical action logs, a new table was added to the content
database: WFRecurrentActionExecutions. Unfil now, those logs were stored
in the WFActionsExecutions table. The tables contain the same
columns. The service will remove logs older than 12 months.

Existing logs will not be moved to the new table.

5.17. Portal

e Added the feature that allows for logging the information about opening
the Portal page by users. In addition to the information including the user
login, the log records the IP address of the device used for opening the
Portal page.

The activation of the feature requires adding the

Microsoft. AspNetCore.Authentication parameter with the Information
logging level to the Logging section of the appsettings.user.json
configuration file.

"Logging": {

"LoglLevel": {

"Default": "Warning",

"Microsoft.AspNetCore.Authentication™: "Information”,

}

}

The location where the information is logged depends on the configuration
of the NLog module. By default this is the AdminWFEventLogs table of the
configuration database.

¢ Changed the manner in which the system handles the ALERT and CONFIRM
form rules. Consequently, the standard, JavaScript-based dialogue
windows that are invoked by the CONFIRM and ALERT functions are
replaced with native implementations. The change allows you to use
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formatted text with HTML tags <i>, <b>, <u>, <br> inside the ALERT and
CONFIRM functions.

The change results in breaking backwards compatibility for those form rules
which functioned in JavaScript mode and invoked in its code other form
rules working in the block mode and containing the aforementioned ALERT
and CONFIRM functions. For such a configuration, it is necessary to
manually insert the Promise object in the JavaScript rule code.

For any other configuration, backward compatibility is preserved, and no
further modifications are required for the rule configuration.

e Added the capability to generate a link that redirects to the user or group
sidebar in the Admin Panel. This link can be generated by individuals with
Global administrator, BPS group administrator, or Group owner privileges.
Those users can generate the link by selecting Link (on the user or group
edition sidebar) or Copy link (from the context menu displayed with an
inverted ellipsis button provided for each row in the BPS groups and Users
and licenses reports).

5.18. Form

e Added the option Wrap fields in horizontal arrangement to the group
settings. The option allows users to change the way in which form fields are
displayed in horizontal arrangement. Selecting it results in placing the form
fields one below the other where the screen width does not allow for
displaying them next to each other. If the option remains unchecked, the
form fields are always displayed next to each other. Additionally, if the
screen is narrow, a horizontal scrollbar appears which enables you to scroll
the form fields within the group.

5.19. Designer Studio

e A new button has been added to the step edit window, allowing users to
navigate to the selected step of the current workflow for editing.
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Advertising Materials & Slogans Workflow - Step edit: Work on documents

General Forms Paths Actions Analysis | X

I: 1618 =8
Name: Work on documents SR
escription: )
D tati By
Step type: (=) mtermediate v BS  selecticon
s @
[] step hidden in status panel
Step visble on diagram Defauit Defauit
[ ocr verification step
[ Show first attachment on page load
[@ Previoussep |[] Gomsp ][ metstep | L savcapublishprocess | [$3 close
® Doa ted

¢ The Getting started page in Designer Studio has been updated in all
available languages.

e Changed the operation of the Test and Show buttons in the Expression
editor when the entered SQL query contains tags that refer to Item list
columns. In this case, the Item list will be selected from the context. If such a
context is missing, it will still be necessary to specify the Item list manually.

e Added the ability to include a variety of additional distinguishers in mass
nofifications. In addition to the parameters available thus far, these
notifications can now incorporate the following distinguishers:

- [System] Days in step,

- [System] Duration in working days,
- [System] Working days in step,

- [System] Days in step,

- [System] Hours in step,

- [System] Last comment.

e Added the ability to open the editing window for universal rules by double-
clicking on the respective rule block.

e Added the capability to print barcodes using the TCP protocol. As a result,
the Computer terminals fable has been expanded to include a new
column, Communication mode, which allows users to specify the method
for establishing a connection with the barcode printer (SMB or TCP).
Additionally, new logs have been added that include information about
the point where the printer is provided.
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e [|tis now possible to enter multi-line text in the Client Secret field in all tabs of
the REST Web Service connection configuration. Similarly, a multi-line
password can now be set in the SDK plugin configuration.

e Options for managing report elements have been added to the Email
sending report window. The previously available Delete not sent button has
been replaced with a Delete button that, when clicked, displays a list of
additional options: Delete error elements, Delete pending elements, and
Delete not sent elements.

WEBCON Business Process Suite - Designer Studio X

~ Reports (Email sending report) PRODUCTION C_o

(@) Refresh | ) Reset counters | [II] Delete -

Delete errol nent

Delete pending elements
D Status | Attem... | Lasta.) CC... Host Creat... Actio...  Acton |Insta... Process Res... Delete

Delete not sent elements

£ OCR Al Leamn Queus
ocs, OCR Al Recognition Queue
= TextLayer Queue

=

5_. Applications
2B

£ 8 pata sources

2

System settings

3] Piugin paciaages

5.20. Actions

e Updated the Response tab in Invoke REST Web service actions. The
Destination field column will now use choice-tree style control.

5.21. Rules

e Itis now possible to use the functions SET CELL FONT COLOR, SET CELL
BACKGROUND, SET CELL FONT DECORATION, SET CELL FONT SIZE, SET CELL
FONT FAMILY, SET CELL STYLE, as well as MARK REQUIRED and MARK NOT
REQUIRED inside the FOR EACH ROW operation in case the Item list to which
the style is applied is different from the one for which the Form rule is
executed. In this case, the style is changed in the rows of the Item list
specified in FOR EACH ROW.

Additionally, if the operation is not defined with the FOR EACH ROW
function, it is performed in the context of the entire column of the Item list.

WEBCON BPS 2024.1.1.48 47



WEBCON'

5.22. Add-In

e The Teams add-in has been adapted for use with the new Microsoft Teams
Beta application.

5.23. Mobile app

e Improved gesture support for the application on iOS mobile devices. After
the change, swiping toward the right edge of the screen will return the user
to the previous application page instead of the login page.

5.24. Service

e Added dedicated spans to the OpenTelemetry functionality, enabling
logging of the execution of attachments-related actions and the addition
of rights to files stored in the OneDrive service.

e Added a feature that allows users to define a time period for the Database
maintenance hours functionality. Users can now specify the start time and
end time for executing database maintenance tasks in the respective
columns. Once this time elapses, the maintenance module stops its
operation (unless it has already completed all tasks), and a corresponding
message is displayed.

e Improved diagnostics for BPS user and group synchronization with Active
Directory.

5.25. Designer Desk

e In the properties of Groups in Designer Desk, it is now possible to define the
arrangement of group elements. Available options include: Vertical,
Horizontal, and Horizontal with wrap.

The selected option will be visualized on the preview.

Properties

Test app Form

Drag & drop fields to create a form. Use groups and tab panels to

rganize your content. Gather your requirements for fields' behaviour

Basic form fields
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5.26. APl & SDK

Add the ability to pass default values to the SDK attribute
ConfigEditableGrid.

The SDK has been expanded to include a mechanism that enables loading
from a plugin package independent files for service and Portal. This
mechanism relies on two folders, ServiceDependencies and
PortalDependencies where the respective files for Service and Portal are
stored. These folders can be added to a plugin package, ensuring that the
files they contain are loaded only in the specific environment (Service or
Portal).

In the REST API endpoint related to application metadata, information has
been added to define whether a process was created within an
application oris a Related process.

Versioning has been added for SDK plugin packages. If a plugin's version is
incompatible with the current version of WEBCON BPS, a warning will be
displayed either in the Installer or in WEBCON BPS Designer Studio when
updating the system or uploading the plugin. In this case, it will be
necessary to migrate the plugin packages to the corresponding version.

The functionality of SDK plugins in the UserDataProvider class has been
extended with the ability to search for BPS groups and add members of
such groups.
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6. Bug fixes

6.1. General

e Itis nolonger possible to enter Polish characters in BPS_ID for group/users
(they are converted to invariant after saving). The change affects the
following areas: Designer Studio, Admin Panel, API, all BPS users and groups
actions.

¢  When a person who had a task shared with them via public link opens if,
the TSK_ElementWasDisplayed column in the ActiveTasks table will be
correctly updated.

e A prerequisite has been added to the installer that checks the environment
for form fields that are no longer available in newer versions of the system.

e Fixed a bug that occurred when updating to a new version of the WEBCON
BPS platform by disabling fransaction in the OCRAI fields migration script.

e Fixed a bug that was preventing the system from updating to the newest
version due to failure to execute the script updating parameters for sending
e-mail notifications for messages queued for delivery. Currently, after
detecting incorrect configuration that prevents decrypting credentials of
the message prepared for sending (queued) it is skipped and the update is
continued. Additionally, the message is marked as not sent.

e Improved the performance of WEBCON BPS Installer for installing the ABBYY
FineReader 12 component. The installer now includes parameters that
enable correct activation of the FineReader 12 license. Additionally, two
installation modes have been infroduced: installation of the engine and
license server on a single server, or separate installation of the engine and
license server on dedicated servers.

e WEBCON BPS Portal can now use dynamic compression when the new
Dynamic content compression option is enabled in the IIS configuration.

e The operation of the
UniqueFirsiTwoColumnsinPickerConfigurationPrerequisite (which checks
that the columns of the form field do not refer to the same column of the
data source) has been extended to the Choice tree and Choice field
columns of the Item list, as well as the Choice field configured as a
Dropdown.

e Fixed a bug that could occur during system upgrades from version 2023 R2
and below. The bug was related to a change in the location of Active tasks
in the database. The fix changes the way the data is copied so that the
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database connection does not timeout even when there is a large amount
of data.

Added a red asterisk to the Change requests registration form URL option in
the Change requests configuration in the Admin Panel to visually indicate
that this field is required.

In Designer Studio, the validation of Change requests configuration has
been improved to be consistent with that in Portal — Form field values
mapping is optional. The ability to save configurations in standard handling
mode with URL-based registration of requests has also been introduced.

In addition, fixed a bug in Designer Studio where after a validation failure of
the Change requests configuration, the configuration was reset to the state
before it was saved.

Fixed an issue with finding MailApproval commands in e-mails that did not
contain enter signs after the command.

6.2. Porial

Improved the display of numerical data in the Chart report view. After the
change, numbers are correctly rounded according to the configuration
and there are no duplicate values on the Y-axis.

Added the ability to view entry details in the Logger view window when the
search filter is active.

Improved search for values and display of the Performance indicators node
between report columns. After the change, the indicators are displayed in
alphabetical order and the node is not displayed if the search does not
apply to its subelements.

Removed redundant event control tooltips in the Calendar report view.

An error has been fixed where selecting parameter values such as Login,
Client ID or Secret in the API application configuration did not set focus to
these values in the Morzilla Firefox browser. After the change, these values
can be selected and copied correctly.

Fixed a bug where the message regarding the instance check-out
displayed incorrect time. The issue occurred when a user took over the
instance due to the inactivity of the person who had previously edited it.

Fixed a bug that caused duplicate entries in the SubstitutionDetails
database after selecting an application with related processes multiple
times in the substitution configuration.
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e Fixed a bug which caused that after removing an attachment, the instance
History stored information about a person who was not in fact responsible
for deleting that attachment.

e Fixed an error that occurred when importing an Excel file with translations
into Portal. The import resulted in unintended changes to the XML
configuration of the associated report, which could cause problems when
transferring the configuration between environments.

e Fixed a bug due to which a removed instance remained visible on the SOLR
report.

e Increased the visibility of focus in WEBCON Dark theme that is available
when selecting application from a drop-down menu available after clicking
the Choose application button.

e Fixed a bug found in the report widget window added to the dashboard.
As aresult of the bug, the Apply button remained active even in the
absence of any configured reports.

e Added migration to fix configuration of Document templates reports with
Searchindex source included. The report configuration may have been
saved incorrectly due to a system bug that was independently fixed.

e Fixed the operation of the My Tasks list. Currently, if a user opens alink to a
task within an application context for which they do not have permission,
the My Tasks list will display tasks without the application context.

e Fixed a bug where the configuration of report table Views was not correctly
transferred to another environment after exporting the application. After
the change, all report column settings are imported, including those related
to their coloring.

e Improved the contextual help for the Standard filters in the configuration of
Reports.

e Fixed a bugin Admin panel on Portal that allowed users to preview deleted
groups.

e When starting a workflow instance, the list of available business entities is
limited to those covered by the user's privileges.

e Fixed a bug where searching the SOLR report with the value of the
technical choice field did not return any results.

e Improved filtering of data by form field value on a report for which the data
source is a Fixed value list.
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e Fixed a bug where a task was not correctly created for a Substitute if that
task referred to an instance for which they already had a task assigned as a
result of Task delegation substitution.

e Aligned the appearance and behavior of authorization windows. The
modifications include, among other things, alignment of authorization
mechanism behavior in the event of correct execution of operations, errors,
as well as session expiration or authorization cancellation. In addition, the
buttons available in authorization windows now have uniform names.

e Improved the display of the substitution End date format to allow for correct
configuration of Substitutions in Portal.

e Fixed a bug that made it difficult to move to the next item in the Favorites
list after deleting an item.

e Fixed a performance issue related to Granting privileges to BPS groups.
After the change in the associated SQL query, fields are searched first for
the BPS ID and then for other parameters.

e Fixed a bug that prevented the saving of information about an individual
who triggered an action. The format for displaying information about a
user's last login has been updated by adding specific fime details to the
date of the user's last activity.

e Fixed a bugrelated to the execution of the Hyperlink action triggered by
the Menu button. The problem occurred when the form contained unsaved
ltem list.

e Improved the grouping of Performance indicators available when
configuring Dashboards. After the change, the indicators are displayed
divided into Active and Inactive, and, within each of these groups, by
process.

e Changed the query to SOLR that references Recent activities to reduce the
activity loading time after applying My subordinates filter for a significant
number of users.

e Fixed a bug that caused the Start element window to appear every time
the start button was pressed, even if none of the window's fields were
editable. In addition, the availability of the start button for a user is now
correctly conditioned on the user's privileges in the company.

¢ Changed system behavior when the Generate/Update a Word file action
fails. If the action is executed based on a Template that contains a
reference to a misconfigured form field, a corresponding error message is
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displayed and the Instance history does not log information about the
action execution.

e Improved navigation between the application page and the Substitution
configuration page as well as the Change requests page in Portal for Single
Use Access license.

e Fixed missing Item list columns in the configuration of Reports. The columns
were not available when configuring chart-type views.

e Added handling for incorrectly configured SQL Filters in Reports. Until now,
an incorrectly configured filter could cause errors and a "kill state" in the
Report. The fix adds a mechanism to prevent a "kill state" when the filter is
configured incorrectly.

e |t will no longer be possible to set archival/technical columns for reports
based on the Searchindex source. If areport based on SQL source contains
technical/archival columns and then its source is changed to Searchindex,
these columns will be removed from the report, views, and data sources (if
any).

e The leave reports have been enhanced to prevent the Legend from
obstructing the schedule when numerous leave types are defined.

e Fixed a bug causing incorrect display of translations of path and step
names in the Workflow preview on the form.

e Added encryption of keys in the DataProtection repository when Portal runs
in a container. This change will prevent the display of associated warning
messages.

e Validation has been added to the form to prevent the saving of invalid
URLs. In addition, changes have been made to ensure that existing invalid
URLs are displayed correctly on forms and reports, and do not cause Portal
errors.

e Fixed a bug that caused a Substitute 1o see in the My tasks section and in
reports instances from processes that had the Working on behalf of another
user option disabled.

e Fixed the display of data in the Archive where one of the columns referred
to a From field created by cloning a Global field.

e Improved the behavior of the task counter on the Portal home page. After
the change, the Overdue tasks counter displays the correct value after
setting filters in the My tasks list and returning to the home page.
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Fixed a bug that caused the global search window Filters to display
instance IDs instead of names when refreshing the page or navigating
forward/backward in the browser.

¢  When attempting to access the Admin panel in a WEBCONAPPS Saa$
environment, an administrator without the required licenses will be
redirected to the relevant Portal page.

e Fixed a bug that occurred when sending PUSH notifications to user
accounts that no longer existed in the system during path transition.

e Fixed a bug that prevented setting the current date in the Start date field in
the Substitution configuration if the user account and database time zones
were different.

¢ When synchronizing the BPS user list with Active Directory, optimized loading
of data from the CacheOrganizationStructure table af first login, if a user
login that does not exist in the table is specified as the application
SUpeErvisor.

e Fixed a bug that prevented saving the Substitution configuration when the
Default business entity structure data was retrieved from the Data source
instead of Active Directory.

e Fixed a bug that occurred when the Add OPTION clause to query option
and aggregation on a column were simultaneously configured on a Report.

e Improved the filtering options available on the global search page. After
this change, it will be possible to filter search results by Global form fields.

e Restored the ability to save changes to the Table report, even if there are
errors in the configuration of its column coloring based on a condition.

e Fixed a bug that caused the Report view to display incorrectly when Mass
actions were misconfigured. A migration script has been created to remove
buttons for Mass actions that no longer exist from the View configuration.

e Fixed a bug that occurred when refreshing the Archive report. Now,
refreshing the report correctly updates the number of instances in a given
group on the list.

e Improved the behavior of the Selected person and their subordinates
option in the vacation schedule. After the change, selecting a person and
their subordinates in the configuration is similar to selecting only the person.
The list of subordinates is expanded by clicking the "+" button. To view only
selected subordinates, use the Selected persons option.
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e Optimized the display of messages to ensure they are visible immediately
when another user checks out and modifies an instance that has been
open for editing in the background.

e Resolved anissue where the Portal's fixed elements were not displaying
correctly in Czech, despite importing the relevant translation package from
the WEBCON BPS Translator.

e Fixed an issue with suggested views on Reports. In some cases, choosing a
suggested view would redirect to a different view of the same Report.

e Fixed a bug that occurred when the sum of values from the Item list column
was passed to a Floating-point number form field. As a result, the column
was not visible in a step, and a default value was set for it. The bug caused
Portal to stop responding after an instance was moved to the next step
where the column was visible.

e Fixed anissue with searching in text fields in Reports that use the
Searchindex as a data source.

e Fixed a bug in the mechanism that checks form configuration changes for
the Multiple lines of text column in Rich mode.

e Improved assignment of tasks to multiple delegates when configuring Task
delegation substitutions.

e Restored the correct behavior of the Search everywhere field in Portal, so
that values entered in it are cleared after returning to the home page.

e Improved loading of data in reports when the data is taken from at least 2
workflows for which all or selected workflow instances are specified.

e Fixed a bug that restricted available value filters in report columns with over
100 displayed items. Due to this bug, the search results included items that
did not comply with the selected grouping and required filter
configurations.

e Fixed a bug that occurred when trying to save a report in which a color
condition was set for a hidden column. After the change, a message will be
displayed indicating that the report view is misconfigured.

e Fixed a bug that caused the current browser tab (previously opened by
clicking a link in Portal) to close when using the global search option and
selecting one of the search results from the list.

e Optimized the performance of user-defined functions (UDFs),
ClearWFElemIDAdv and ClearWFElemAdy, for the "null" value.
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Resolved an issue where the Chart report was not displaying correctly when
the defined X-axis label was Workflow.

Fixed filtering on Reports by the Assigned to column in cases where the user
that is being searched for is no longer active.

Fixed a bug that caused a report to load randomly in the default view
instead of the configured view. This bug occurred when the dashboard
included the Refresher control.

Fixed an Invalid checksum exception, which occurred after changing the
value of a Choice (picker) or Autocomplete column on an ltem list with
multiple values enabled. The error occurred in a cloned row when the
original row already had selected values.

Fixed a bug that caused the action button text to be copied along with the
instance number text when the latter was copied using the Google Chrome
browser.

Fixed a bug that, during OCR verification, allowed changing the value of a
form field whose editing was blocked by a Form rule with DISABLE function.

Changed focus behavior after cloning an Item list row — instead of going to
the Add button, the focus will remain on the Clone button.

Improved the display of leave type name translations in the Absence chart
with the Support multi language names option enabled.

non

Improved handling of the underscore character " _"in the list of values
available for the Choice field (Popup search window).

Fixed incorrect loading of values from a Person or group field. If the e-mail
address of the superior of the chosen person was entered into a target field
—that e-mail address was incorrect.

Fixed an issue that prevented copying form field values from read-only
fields in the Firefox browser.

Fixed an issue with editing attachments, whose extensions were written in
capital letters. A PDF attachment with such an extension would open in
view mode instead of edit mode.

Fixed an issue that caused the edit button next to rows to disappear when
the maximum number of rows in edit mode was exceeded.

Blocked the ability to select the path buttons when the form saves.
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e Fixed a bug in the display of information in the E-mail conversations tab on
the form. After the change, the tab will display the correct information
about the date, subject and recipient of the emaiil.

e Added a"No matches found" message when no values are returned for a
Choice field configured based on a REST Web Service data source.

e Fixed a bug that prevented setting the date in ISO-compliant format (YYYY-
MM-DDThh:mm:ssZ) for the Date and time form field.

¢ Improved the alignment of infotip buttons (i) for the Multiple lines of text
form field and ltem list columns on the form.

e Fixed a bug that occurred when editing .pdf files through the WebDAV
mechanism with the Require identity verification (security code sent via
email) option enabled under Public access in the process settings.

e The Replace item list and Clear item list actions have been improved to
make the necessary changes to the form upon execution.

e Fixed a bug that changed the formatting of numbers on the Y axis of a
Chart type form field. This bug occurred after refreshing the form field.

e Corrected alignment of the checkbox with the name of the Yes/No choice
form field in a group when editing the form.

e Improved handling of invalid color formats when coloring Item list rows.
Now, the form will load correctly and the selected Item list rows will be
colored according to the default settings.

e The date format for the Multiple lines of text form field saved in Append
mode has been updated to match the date format of the Comment
system field. The new format is YYYY-MM-DDTHH:SS (without milliseconds).

e Fixed an error that occurred when checking whether the process
configuration had been changed if the Item list contained a Hyperlink
column.

e The SetValue function has been restored to allow for setting form field
values, while considering the full name of the field in the database (prefixed
with "WFD").

e Corrected the behavior of a Form rule with SET function configured for a
Choice field that caused the defined Additional link to be hidden on the
form.
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e Fixed a bug that hindered opening the attached PDF file for editing at the
form level. The problem occurred after refreshing a form site where such a
file had been previously edited.

¢ The Save and previous button in the Item list row editing window has been
replaced by the Apply and previous button to ensure consistency with
other buttons in this window.

e Improved the paging of the Active shares report in the Admin Panel.

e Restored the ability to use the "Enter" key to expand the list of values for a
Choice field in Autocomplete mode when the number of characters
entered in the field is less than the number defined in its configuration.

e The Share workflow instance and Share task actions now undergo
additional validation. The system checks if the same instance has already
been shared to the same email address and identfifies the user who shared
the workflow instance / task, either the Current user or the System.
Following the change, the case of email addresses is ignored when they
are being compared for shares.

In addition, a message indicating that the email address field must be filled
in is displayed when attempting to share a link and the field is empty,
instead of immediately upon entering the configuration window.

e Changed the default format of dates saved in the Item list in text columns.
After the change, the date will be saved in the universal ISO format, i.e.
yYYYy-MM-ddTHH:mm:ss.

e Fixed a bug that incorrectly refreshed the expired checkout on the form.

e Fixed an issue with the tooltip that appears when hovering the cursor over
the Task details — it should now interpret HTML code correctly.

e Fixed anissue that prevented Mass actions from being used if the form
contained choice fields that used a REST source that had OAuth2 app type
authentication.

e Fixed a bug that occurred when attempting to view another workflow
instance from the Form preview.

e Fixed an issue with validating Choice fields that have been placed in tabs.
Changing the tab after an unsuccessful validation, and then returning to
the first tab, will no longer validate the choice field again without the user
operating on the value of the field.

e Fixed a bug where the Choice field operating in Autocomplete mode
automatically focused on the entered value. With this fix, not only is the
mentioned bug resolved, but also, after deleting the selected value in the
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Choice field, the focus is now redirected to the input field. Additionally, the
focus color is now determined by the selected Portal theme.

¢ The DET_TSUpdate column in the database will now be updated every time
the value in the Item list row is edited.

e Added validation of email addresses when performing the Share workflow
instance action. If an attempt is made to share an instance to email
addresses with an invalid format, the action fails with an error and a
message is displayed explaining the problem and listing the invalid email
addresses.

e Changed the rules for configuring the OAuth2 Authentication specialized
form field. After the change, defining the scope of privileges for
authentication providers (using the Scope parameter) is optional.

e Fixed a bug that produced the "Invalid checksum for value in form field [...]"
message when attempting to transit a path after cloning the Choice field
column and changing its value.

e Opftimized loading of the historical version of the workflow instance to save
an attachment.

e The visibility of system fields (including the Aitachments section) in archived
workflow instances will be analogous to that in the final step before
archiving.

¢ When adding an attachment, the target category selection window shows
the Empty element display name defined in the Attachment details
configuration (instead of the None option as before).

e Fixed a form error that occurred when calculating the value of the Data
row column of the ltem list when the displayed Source column had a date
format. After the change, the date is displayed correctly.

e Improved the display of the values used to fill the Choice fields
(Autocomplete, Popup search window). After the change, the values are
correctly aligned horizontally.

e Improved operation of Item list with column-based grouping enabled when
editing a single row in OCR verification mode.

6.4. Designer Studio

e Fixed a bug where the advanced configuration of the Person or group form
field included an incorrect Name data source column and did not specify
the available data range. The issue occurred at the application level after

WEBCON BPS 2024.1.1.48 60



WEBCON'

switching the type of the global form field from the Choice field to the
Person or group field.

e Fixed a bug that occurred when expanding a process node that contained
patterns of actions that are no longer supported.

e Fixed a bug that caused incorrect behavior of the Change Requests node
in Designer Studio. As a result, after saving changes in the Change requests
configuration in Portal (Admin panel ) Change requests), the user could not
save changes in the corresponding node in Designer Studio using the Save
button, whereas clicking the Save all button generated an exception if the
Designer Studio configuration has not been refreshed beforehand. What is
more, after setting the Active - standard handling option in Portal and
refreshing the DS configuration, the asterisk sign was constantly displayed
on the Designer Studio selection tree next to the Change Requests node.

e Fixed anissue in Dynamic task assignment based on the Person or group
field. The error occurred when a field of a different type was originally used
in the dynamic task assignment (e.g. another choice field) and was later
changed to the Person or group type in its configuration.

e Fixed a bug that caused a parameter value specified in one business rule
to propagate into the same parameter in the remaining rules. This issue
occurred when the same universal business rule was inserted at least twice
in the HTML form field.

e Fixed a bug that occurred during application import and caused the
following exception: "Message=Input string was not in a correct format". This
bug was caused by a forbidden special character in the default German
translation. This translation has been fixed.

e Improved the performance of the SQL COMMAND function when the
Return values from all rows opftion is selected and the Returned value type is
Date, Decimal, Boolean (Yes/No). After the fix, the values of all database
rows are returned, not only the first one.

e Fixed a bug that generated error messages in Designer Studio after pressing
the Global logout button in Portal. The error messages appeared in
WebView-based windows displaying internet content and only affected
users logged in through the AAD service.

e The unsupported {PATH: } tag will no longer be replaced by values in
WEBCON BPS Designer Studio.

e Added an operation to check if a value is selected in the Data Source
section when saving the configuration of the Update item list values and
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Replace item list actions. If no data source is specified, a corresponding
message is displayed.

e During export/import of an application, the contents of the Documentation
fields in the process configuration are no longer parsed for the presence of
tags specifying process variables. The previous operation could result in
displaying incorrect configuration message during export.

e Improved loading of Subworkflow data from the database. After the
change, only the columns needed in a given context are retrieved from the
WFElements table.

e Revised the English franslation of one of the Days in step distinguishers found
in the Compact view tab of the process configuration window. Changed it
to Duration to prevent confusion and maintain consistency with other
language versions.

e Added URL validation when editing the Exception list in the proxy
configuration.

e Fixed a bug that prevented the inclusion of an added action in the .xml
automation definition file after saving the configuration. The fix includes a
validation run during the automation save process, ensuring consistency
between the configuration in the automation designer and the actual
state. If any inconsistency is detected, the system displays an error
message.

e Corrected assignment of TsUpdate property when saving
AttributeDocTypeAssocs, Translates, WFActions, WFBusinessRuleDefinitions,
WFConfigurations, WFStepFormFields, WFStepFormFieldDetails tables in the
database.

e Fixed a bug that occurred when filtering a BPS internal view data source
with a calculated column.

e Fixed a bug due to which the rule editor sidebar contained all the ltem list
form fields available in a given process despite opening the editor within
the context of a specific Item list. The problem occurred in the rule editor
opened in the configuration window of the particular Item list from the level
of the form view configuration at a given step.

e Fixed alogin failure through AAD or another OpenlD Connect
authentication provider when accessing Portal using the local
http://localhost address. This configuration is used in environments with
mulfiple front-ends and a load balancer.
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e Fixed a bug that caused the Parameters tab to be invisible in the expression
editor sidebar for the GET ATTACHMENTS function embedded in a business
rule.

e Loading columns in the advanced configuration of Choice fields will no
longer clear the configuration of target fields and searching.

e Fixed a bug that prevented the Properties of a Global automation action
from being displayed using the Ctrl+E shortcut.

e Improved the DeleteSubelementRows JavaScript function so that rows are
not deleted if no parameter is provided. The function will delete all rows if
the Item List ID is specified as a parameter (without specifying the rows).

e Fixed a bug that prevented setting a default value for a Choice field (in
Autocomplete mode) based on a BPS source if that data source returned
only one boolean-type row.

e Fixed a bug where pressing the Delete not sent button in the Email sending
report window caused the entire content of WFMails table to be deleted.

e Improved validation of user data in webcon.pl\svc.bps format in a non-
domain environment, as well as connecting to and retrieving OUs and user
data from such a domain when synchronizing BPS users.

e Fixed a bug that prevented dragging and dropping form fields between
tabs within a single Tab panel.

e Fixed a bug that prevented saving modifications of parameters of tasks
added to SOLR indexer queve.

e Fixed a bug that occurred when attempting to execute the Generate a PDF
file action embedded on step entry. The issue appeared when the
template for the target file had been selected from an attachment.

¢ Added additional information to the message displayed when an error
occurs while testing a rule containing the SQL COMMAND function.

e Fixed an error that prevented accessing the configuration window of an
automation defined under the For each operator in a cloned workflow.

e Fixed an error causing the user and password to be invisible in the
configuration of SQL and Oracle connections.

e Entering control characters that are not allowed by the XML standard has
been disabled in WEBCON BPS Designer Studio. Additionally, these
characters will be automatically removed from XML files during migration.
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e Improved display of column names loaded from the data source in the
Filter field when configuring the Item list initialization.

e Fixed a bug that prevented users from entering values greater than "1023" in
the Port field of the Configuration of sending e-mails when the selected
server type was Exchange on-premises/SMTP Server.

e Added protection against Importing translations from another environment
type. An appropriate message will be displayed when such an operation is
attempted.

e The order of display for Global constants, global Business rules, and
Automation has been updated to be alphabetical.

e Fixed a bug that prevented the display of OCR Al Projects usages in the
system.

e Added the ability to finish tasks assigned in the start step of the Dictionary
and Document templates processes.

e Corrected the erroneous incrementation of date values in the Service hours
configuration.

e Fixed a bug that occurred when configuring the Send custom email action
without a defined Template in a Global automation.

e Fixed a bug that occurred when creating a Business rule based on a
Condition operator defined in the Automation configuration.

e Restored behavior of the {I:WFD_CreatedBy} variable as of version 2022 R3.
Values returned from the CacheOrganizationStructure table on the form are
again case-sensitive.

e Resolved the issue of generating documentation when the form field in the
process uses a connection to the REST Web Service with the authentication
type set to Basic.

e Added a mechanism to prevent the step configuration from being saved if
the Predefined (CC) task assignment is set without defining the exact rules
for assigning tasks to users (by selecting one of the available options from
the list).

e Fixed a bug that caused BPS tags to be cleared when testing queries, such
as in the configuration of the Change values of multiple fields action.

e Improved behavior of the global form field of the Data type in the Variable
editor. After the change, the list of variants available in the Editor for this
global form field is similar to that for the process form field.
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e The system behavior for the Services activity and Running modules reports
in case of session expiration in WEBCON BPS Designer Studio has been
improved. Following the change, when attempting to load data for these
reports, a message about session expiration and a window to log in to
Designer Studio will be displayed.

e Improved saving and reading of changes made in the HotFolder Advanced
settings fab in WEBCON BPS Designer Studio.

e Fixed a bug that prevented the correct loading of the Email sending
report in case the process referred to by the report item no longer exists.

e Fixed a bug that resulted in incorrect configuration of the Clear item list
action after importing an application.

e Fixed a bug that prevented displaying the location where an MSSQL
connection is used if such a connection had been configured in the
Validate form action.

6.5. Actions

e Fixed a bug that caused incorrect retrieval of connection parameters when
editing/viewing a file that was checked out in OneDrive through the Start
editing a file using OneDrive action.

e Improved the performance of the Add attachment action when the query
defined in its configuration does not return any attachments. In this case,
the action will be aborted and a corresponding message will be displayed.

e Changed the content of the error message displayed for incorrect action
configuration to clarify where the error actually occurred.

e Fixed a bug that occurred when executing Cyclical actions with the For
each operator defined.

e Fixed a bug that prevented the Move workflow (SQL) action from setting an
empty value.

e Fixed a bug that prevented the Run an SDK action configuration window
from opening within Global automation if a reference to a Choice field,
Data source or Connection was used in its configuration.

e Unified retrieval of instance ID in action configuration and SQL query
editors, ensuring that data is returned correctly.

e Corrected the display of the value of the Multiple lines of text form field in
the footer of a Word file generated using a dedicated action.
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e Fixed an error in the execution of the action Add/Remove single user to BPS
groups configured under cyclical automation.

e Resolved anissue that caused the instance History to display the
information about no changes of a calendar entry despite its modification
via the Exchange calendar action.

e Fixed anissue in the Change value of a single field action defined within a
For each operator that changed the value of an autocomplete column on
an ltem list. The error caused the action to set only the ID within the target
column — it will now enter the ID#Name (BPS format).

e Fixed a bug that occurred after a system version update when executing
the Replace item list action with value filtering enabled.

e Improved the performance of the Update item list values action when an
instance is moved to the Wait for subworkflows step.

e Removed redundant line spacing in the formatted Item list column of the
Multiple line of text type.

e Fixed a bug in the execution of the Update item list values action when
Acceptance was configured for the ltem list with an option to hide rows
with values that were to be updated by the action.

e Fixed a bug in the execution of an automation featuring the Replace item
list and Change value of single field actions that caused the ltem list values
used to be out of date.

e In the configuration windows for the Start a subworkflow and Start a
subworkflow (SQL) actions, an infotip (i) will be displayed next to the Set
form fields data before defaults evaluation (compatibility mode) checkbox
in the Advanced tab only if the checkbox is available.

e Improved the conversion of the values returned by the Business rule in the
request sent by the Invoke REST Web service action. After the change, the
value returned by the rule is converted to the type defined in the JSON part
value field.

o Corrected the content of user and administrator messages available in the
Instance history after executing the Share workflow instance and Share task
actions.

e Fixed a bug that occurred when defining a Run an SDK action on a path
and refrieving the Connection ID via a Business rule in the action
configuration.
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o Disabled logging to the Event Viewer of errors related to actions performed
when saving a form.

¢ When the Send custom email action is executed correctly, the Instance
history will display information about CC and BCC recipients.

e The configuration for all actions in the Performance indicators group has
been updated. Now, a performance indicator must always be selected,
even if only one is available in the system.

e Resolved anissue that resulted in the loss of saved translations for the
Validate form action based on which the Action template was created.

e Fixed anissue with passing an empty value from a Date and time field to an
Automation parameter.

e Improved the performance of the Add a substitution action configured
Based on SQL query. Now, when using the CompanylID parameter, both the
business entity name and its ID are retrieved correctly.

e Fixed a bug that prevented the correct migration of the Update item list
values action configured from the Template after a system version update.

e Fixed anissue in the Invoke SOAP Web service action, which caused the
user to be unable to close the error window that appeared when loading a
WSDL file.

e Improved creation of a URL in the Invoke REST Web Service action when the
request suffix consists only of parameters.

e Improved logging of information regarding actions executed on the ltem
list.

e Fixed a bug that prevented setting the Comment author other than the
System in the configuration of the Change value of single field action when
the Field to be changed is a system Comment.

e Fixed a bug that caused the Hyperlink action to incorrectly decode special
characters entered in the form fields, e.g., the "plus" character was
replaced by space.

e The behavior of the Start editing a file using OneDrive action has been
modified. If an attempt is made to start editing the same file using OneDrive
again, an error message will be displayed and the path transition will be
blocked.

In addition, the previous behavior of the Finish editing a file using OneDrive
and Cancel editing a file using OneDrive actions has been restored. If these
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actions fail, the path transition will not be blocked. The action execution
logs will show the corresponding information.

Disabled the warning about manually entered path ID in the configuration
window of the Move workflow (SQL) action when attempting to save. The
warning would appear even though the Default path was seft.

Modified the behavior of the Remove attachment action operating in the
Remove attachment and all binary data and Remove only history of binary
data. Currently, the action also deletes data dedicated to OCR verification
view.

Increased the scope of logs stored in the AdminWFEventLogs table to
facilitate diagnostic operations in case of any errors when printing barcode
labels in the WEBCONAPPS-Saa$ environment.

Improved support for special characters in the configuration of the Update
attachment action executed by WEBCON BPS Workflow Service.

Added additional diagnostic logging for the Exchange events action that
creates a new entry in the calendar.

Changed the type of data that is recorded in the execution logs of the Add
a substitution and Remove a substitution actions.

The adminMessage property in the browser's administration tools, which
appeared as a result of the user viewing the Instance history, has been
hidden.

6.6. Rules

Improved the InvokeRule(ID) JavaScript function. Prior to this fix, in certain
cases, a Form rule with an ID that began with the search ID was executed
instead of the intended Rule ID.

The Business rule in the Invoke REST Web service action can now return an
empty value using the EMPTY parameter. Clearing the value of a Date and
Time field with an empty value returned from REST will work correctly.

The GetMode function has been returned to the editor in JavaScript mode.

It is now possible to create universal Form rules that contain a reference
(parameter or tag) to ltem list columns.

If the BpsID of a BPS group added through the Portal or the API contains a
space at the beginning, this space is automatically removed when the

group is added. Therefore, such a BPS Group can be used in the definition
of Business rules containing USERS and CURRENT USER IS ONE OF functions.

WEBCON BPS 2024.1.1.48 68



WEBCON'

Fixed a bug that occurred when attempting to preview the Form rule used
in the For each operator that iterates over collection elements, following a
change in the Collection type for this operator.

The Attachments group functions, including ATTACHMENTS COUNT,
CONTENT TYPE, FILE NAME, and GET ATTACHMENTS, can now be used in rules
for files uploaded to OneDrive through the Start editing a file using OneDrive
action.

Fixed an issue in the GET AT INDEX function when used in a Form rule.
Improved Parameter setting for a Business Rule using another Business Rule.

Fixed a bug that prevented the update of information in the Usage tab of
the Global business rule when it was used in a Condition of a Global
auvtomation.

6.7. Data sources

Fixed an issue related to a migration script. The issue was caused by
deleted form fields still existing in the configuration of BPS Internal View data
sources. The script is now protected against invalid configurations.

Fixed a bug that caused process configuration data in an unsaved Data
source to be deleted after switching to another source's configuration.

Fixed a bug that resulted in prolonged search times for instance numbers in
the SOLR database.

Improved filtering of BPS internal view data source values in the Choice field
configuration when the defined filter compared the Data source column o
a Floating-point number.

Fixed a bug with REST Web Service connections using Salesforce
authentication. Changed the token type to Bearer.

Fixed a bug that prevented the proper completion of Choice columns
configured based on a REST Web Service data source, for which values
were retfrieved from Single lines of text defined on the form.

Fixed a migration issue with the configuration of the Data table type form
field. The issue occurred for data source columns whose names consisted
only of spaces.

Improved loading of values from a subordinate data source when using a
Business rule in a Data row.
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6.8. Add-In

Fixed a bug in the WEBCON BPS Outlook Classic add-in that caused issues
when loading the defined Search structure. This occurred when the Browse
tab was opened from the new message window and a system form field
was selected.

Improved the display of previously invisible elements in WEBCON BPS Word
Classic add-in when the dark gray Office theme is set.

Fixed a bug that occurred in the Word Modern add-in in the desktop and
mobile versions. The bug prevented the template from being correctly
populated with process data using the Generate/Update a Word file action.

Changed the behavior of the Outlook Classic add-in when the user logs in
through the browser. When the MS Outlook application is restarted, the
previous login session will be restored.

6.9. Mobile app

Fixed a bug that prevented the use of the global search option in the
mobile app.

Fixed a bug that occurred when scanning a QR code generated for the
Start tile with a mobile device. Due to this bug, the form of the initiated
instance did not include the default values configured in the Start tile
settings.

Fixed a bug that caused the mobile app to display a white screen when
attempting to wake it up after extended periods of user inactivity.

Added missing Overwrite option in the attachment context menu on the
mobile app.

Improved visibility of context menu icons in the mobile application
supported on Android devices by changing their color when set to a dark
user interface theme.

Fixed a bug where the Connections window would not close after selecting
a connection. This issue occurred in the mobile application on iOS devices.

Improved opening of an instance after clicking a hyperlink in a PUSH
notification.

Fixed a bug that prevented Android mobile devices from previewing .pdf
and .docx files within the Report in the Document template process.
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6.10. Service

e Fixed a bug where after synchronizing individual users from an external
Azure Active Directory source, the user's relationships to their parent AAD
groups were removed. This resulted in the user having no permissions to
instances that could only be accessed by members of the parent group.

e Changed the scope of information included in AAD synchronization logs.
After the change, warnings about devices present in Security groups are
no longer displayed.

e Fixed a bug in the processing of HotMailBoxes by WEBCON BPS Workflow
Service. As aresult, any items other than emails will now be moved to the
error folder.

e Fixed a bug in the exchange rate synchronization for data packages that
return no results. Improved the logging mechanism.

e Fixed a bug that occurred when indexing activities to SOLR. When creating
an activity entry, special characters in configuration object names are
replaced with allowed characters.

e Streamlined the removal of instances from SOLR after they have been
archived.

e Improved information logging in cases where the HotMailBox and HotFolder
stop processing. The log will contain info about which task caused the
processing to stop.

e The stability of the WEBCON BPS Workflow Service has been enhanced.
e Fixed incorrect behavior of SOLR indexing when SOLR is unavailable.

e Improved exception logging for HotMailBox fimeouts.

e Improved processing of .1iff files by WEBCON BPS Workflow Service.

e Fixed a deserialization error that arose while synchronizing photos with AAD.
Added logging for responses from Microsoft Graph pertaining to the
download of photos and their metadata during synchronization.

e Corrected an error message returned by WEBCON BPS Workflow Service
when an editability condition is configured for a form field with the
{CurrentPath} tag. The updated message is: "In the current execution
context, the value of the {CurrentPath} variable is unavailable".

e Changes have been made so that in WEBCON Workflow Service, the log
"Empty content databases for running services" is only available if there is no
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connection to the database during restart, failover or reloading of the
service configuration.

Improved the presentation and handling of the date in the parameter
responsible for the initial date from which exchange rates will be loaded,
thus enabling their correct synchronization.

Fixed a bug that caused WEBCON WorkFlow Service to hang during restart.
Extended the scope of information registered in the event log to address
such situations.

In the event that iregularities are identified in HotMailBox operations, the
related diagnostic information will include the data pertinent to the
workflow instance in which such irregularities occurred.

6.11. Designer Desk

Improved download of prototypes available in Designer Desk in
environments where Content database with ID 1 does not exist.

6.12. APl & SDK

An unsupported parentlD property has been removed from the PATCH API
endpoint model /api/data/{ver}/db/{dbld}/elements/{id}.

Implemented a change in the APl module in version 6.0 and BETA. The
change involves replacing the word "application" with "applications" in the
routing of the following endpoints:
/api/data/{version}/db/{dbld}/applications/{idguid}/admin/privileges
/api/data/{version}/db/{dbld}/applications/{idguid}/admin/privileges/add
/api/data/{version}/db/{dbld}/applications/{idguid}/admin/privileges/remo
ve

Improved public API retrieval of the values of the Creation date and
Modification date system columns in reports.

Fixed a bug that caused some Instance history logs to be deleted if an
exception was not caught in a custom action.

Instances started with REST APl would enter dates into form fields in the
wrong format. Fixed an issue with the format of dates entered into text fields
via REST API.

Fixed a bug that caused the public API refresh token issued to a user to be
valid for an additional 60 seconds after selecting Global logout in Portal.
After the change, the token is correctly invalidated upon logout.
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e Corrected the error message that appears when moving a workflow
instance through a path via the REST API fails due to a lack of a license. This
message now clearly indicates the need for a proper license.
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